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Contract

THIS CONTRACT (hereinafter “Contract” or “Centralized Contract”) for the acquisition of Information Technology
Commodities and/or Services is made between the People of the State of New York, acting by and through the
Commissioner of the Office of General Services (hereinafter “State” or “OGS”) whose principal place of business is the 41st
Floor, Corning Tower, The Governor Nelson A. Rockefeller Empire State Plaza, Albany, New York 12242, pursuant to
authority granted under New York State Finance Law 8163, and MICROSTRATEGY SERVICES CORPORATION.
(hereinafter “Contractor”), with its principal place of business at 1850 Towers Crescent Plaza, Tysons Corner, VA 22182.
The foregoing are collectively referred to as the “Parties.”

Whereas, OGS provided notification of availability of a non-competitive periodic recruitment solicitation
(“Solicitation”) for manufacturers that provide Information Technology Commaodities and Services by placing a notice in the
January 6, 2015 edition of the New York State Contract Reporter; and

Whereas, the Solicitation set forth the minimum administrative and technical requirements that a vendor must meet
to be eligible for consideration to receive an award; and

Whereas the Solicitation was structured with four separate lots: Lot 1-Software, Lot 2—Hardware, Lot 3—Cloud and
Lot 4—Implementation Services; and

Whereas, this Centralized Contract requires, for each transaction, that the Authorized User issue a competitive
Request for Quote (RFQ) to be issued to eligible Contractors pursuant to a How to Use Process. Each Authorized User
Agreement resulting from the competitive RFQ process will be governed first by the terms and conditions specified herein
and second by terms and conditions added to the Authorized User Agreement by the Authorized User; and

Whereas, the State evaluated Contractor's submission and determined that the Contractor met the minimum
administrative and technical requirements for those Lot(s) set forth in Appendix D; and

Whereas, in accordance with State Finance Law Article 11, the State has made a determination that the Contractor’s
not to exceed pricing is reasonable; and

Whereas, Contractor agrees to the terms and conditions set forth in this Centralized Contract and the Contractor is
willing to provide such services as set forth herein to Authorized Users; and

Whereas, the State issued a tentative award notice to Contractor for Lot(s) set forth in Appendix D.

NOW THEREFORE, in consideration of the terms hereinafter mentioned and also the mutual covenants and obligations
moving to each party hereto from the other, the Parties hereby agree as follows:
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Section 1. Introduction

11 OVERVIEW AND PURPOSE OF THIS CONTRACT

The New York State Office of General Services (OGS), New York State Procurement is responsible for developing and
managing centralized Contracts for all New York State Authorized Users. NYS Procurement has developed this new
contracting model for Information Technology (IT) procurement which will enable an Authorized User to procure from
specific Lots for Software, Hardware, Cloud, and Implementation services. The procurements shall be competitive at the
transactional level via Request for Quotations (RFQ) and will allow an Authorized User the ability to procure within any of
the Lots, or across Lots.

Section 2. Contract Scope

21 LOT OVERVIEW

This Contract encompasses the Lots listed in Appendix D — Contractor and Reseller Information. The following
descriptions, as applicable, delineate the scope of the award Lots.

211 Lot 1 - Software
This Lot provides Authorized Users with a mechanism to purchase Products including software licenses (perpetual and
term), Maintenance/Support for Contractor’s Proprietary product line, training, and fleet management as set forth below.

Competition is required at the Authorized User transactional level from Contractors and Resellers.

Products that are provided under other Lots shall not be purchased under this Lot.

Lot 1 — Software

Inclusions

e Software Licenses for Contractor’s proprietary product line, including
o Perpetual licenses
o Term licenses
e Pre-packaged Software Maintenance/Support for Contractor’s proprietary product line
e Pre-packaged Software Installation
e Configuration Services (Limited in amount to 10% of the net NYS Contract Price for the total Products being procured
not to exceed $25,000 total.)
e Software Training Packages, Remote and On-Site that are standardized and prepackaged
o Fleet management (management of software license inventory)
e Software Bundles, including:
o Software Third Party Products
o Maintenance
e Enterprise Software Purchases

Restrictions

e On Premise Software Only

¢ Manufacturers Only, as defined in the Glossary as Manufacturer — Software

e Hardware Third Party Products are allowed as part of a Software Bundle only if they are required to facilitate the
provision of the Software solution.

Exclusions

In addition to the items excluded under this section, Contractors cannot sell a Product that does not qualify as Software
under the Contract. The following are examples of excluded Products:

Consulting Services

Cloud Products

Implementation

Customized Training

Stand-alone Professional Services

SKUs that equate to “blocks of hours”
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Lot 1 — Software

e Stand-alone Third Party Products
e Products that are provided under other Lots cannot be purchased under this Lot
e Configuration Services other than as set forth in Inclusions.

2.1.2 Lot 2 - Hardware

This Lot provides Authorized Users with a mechanism to purchase Products including Hardware, pre-packaged
installation, configuration, training, extended warranties, maintenance/support, and, ancillary equipment and accessories
offered by the Contractor in its Published Price List may be included under this Lot. Related Software which is bundled
with the Hardware and is required for installation, configuration and is integral to the operation of the Hardware is
acceptable for purchase under this Lot. This Related Software must be acquired and delivered at the time of the Hardware
purchase.

The Products must be commercially released Products and available for purchase through the Contractor's normal
marketing channels. Alpha, beta, experimental or unannounced equipment is outside the scope of this Contract.
Contractor shall not offer stand-alone third party Products through this Contract. No Products deemed end of
Manufacturer production or within six months prior to end of life are to be sold, except with prior written approval by the
Authorized User.

Products that are provided under other Lots shall not be purchased under this Lot.

Lot 2 — Hardware

Inclusions

e Appliances

e Server & Mainframe Hardware

e Storage

Microcomputer Systems, System Peripherals & Accessories

Telecommunications Hardware, System Peripherals & Accessories

Key Systems

Private Branch Exchange

Desktop / Notebooks / Laptop / Tablets / Workstations

Audio / Video Conferencing Hardware

Pre-packaged Hardware Maintenance/Support for Contractor’s proprietary product line
Pre-packaged Hardware installation and configuration services

Configuration Services (Limited in amount to 10% of the net NYS Contract Price for the total Products being
procured, not to exceed $25,000 total.)

Hardware Training Packages (Remote and On-Site) that are standardized and prepackaged
Fleet management (management of Hardware asset inventory)

Hardware Bundles, including Related Software

Imaging and/or Loading Services

Remote Hardware Administration/Maintenance/Support

Enterprise Hardware Purchases

Restrictions

Manufacturers Only, as defined in the Glossary as Manufacturer — Hardware
e Software/Hardware Third Party Products are allowed as part of a Hardware Bundle only if they are required to
facilitate the provision of the Hardware solution

Exclusions

In addition to the items excluded under this section, Contractors cannot sell a Product that does not qualify as Hardware
under the Contract. The following are examples of excluded Products:

Consulting Services

Cloud paired appliances

Cloud Products

Customized Training

Implementation Services

Configuration Services other than as set forth in Inclusions
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Lot 2 — Hardware

Printers, Peripherals, Accessories and Related Services within the scope of OGS Group 75525 until such time as
those awards are no longer valid

e Alpha, beta, experimental or unannounced equipment

e Software not in compliance with Related Software, of this Lot

e Stand-alone Third Party Products

e Products that are provided under other Lots cannot be purchased under this Lot
213 Lot3-Cloud

This Lot provides Authorized Users with a mechanism to purchase Cloud Products.

Lot 3 - Cloud

Inclusions
e Software as a Service (SaaS)
e Platform as a Service (PaaS)
e Infrastructure as a Service (laaS)
e Anything as a Service (XaaS)
e Cloud Bundled Products — including Lot 1 or Lot 2 Product with Cloud features
e Integrated Bundle of Cloud Services
e Pre-packaged Cloud Maintenance/Support for Contractor’s proprietary product line
e Pre-packaged Cloud Connectivity Bundle (For example, an existing Cloud Product bundled with a connectivity
service to enable the use of the Cloud Product.)
o Pre-packaged Cloud installation and configuration services
e Cloud Training Packages (Remote and On-Site) that are standardized and prepackaged for Contractor’s proprietary
product line
e Free-standing Cloud-Based training services that are standardized and prepackaged for Contractor’s proprietary
product line (e.g. on-line professional training services)
e Apps for Mobile Devices
e Managed Security Services, Including Internet Traffic Monitoring Services.
¢ Fleet Management (management of Cloud asset inventory)
e Enterprise Cloud Purchases
Restrictions
e Manufacturers Only, as defined in the Glossary as Manufacturer — Cloud
e Third Party Products are allowed as part of a Cloud Bundle only if they are required to facilitate the provision of the
Cloud solution
Exclusions
e Consulting Services
e Customization Services
e Customized Implementation Services
e Customized Configuration Services
e Customized Training
e Stand-alone Professional Services
e Stand-alone Third Party Products
e Products that are provided under other Lots cannot be purchased under this Lot
2.1.4 Lot 4 — Implementation Services

Implementation Services are for the efficient deployment of Products and Services procured under Lots 1, 2 and/or 3 and
any applicable future Lots awarded through Periodic Recruitment. Implementation Services are limited to services
required to install or implement products from other Lots.

Implementation services are open to Manufacturers who are awarded a Contract(s) under Lots 1, 2 and/or 3 and any
applicable future Lots.
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Lot 4 — Implementation Services
Inclusions

Implementation services and initial configuration of Lots 1 through 3. Examples include, but are not limited to:

e Business Process Analysis for new Products

Project Management Services

Data Conversion

Customized Training on Products included within Lots 1, 2 and 3

Programming Services capped at no more than 20% of the total implementation cost of the Authorized User
Agreement

e Enterprise Implementation Services

Restrictions

e Restricted to Contractors with contracts for Lots 1, 2 or 3 (or any combination thereof)

e Implementation services may be procured to implement a Product purchased from Lots 1, 2 or 3 above

e Implementation services may be procured to implement a Product purchased prior to this Umbrella Contract if the
Product is included within Lots 1, 2 or 3

e An Authorized User Agreement for Implementation shall be no longer than 36 months in duration including any time
extensions

Exclusions

e Ongoing Services such as:
- Staff Augmentation
- Web Hosting
- Automated Network Monitoring (or any other service provided principally through an automated process)
- Equipment Maintenance/Support
- Application Service Provisioning
e Consulting Services not related to implementation of Products in all other Lots of the Contract
e Programming Services requiring more than 20% of the total implementation costs of the Authorized User Agreement

2.2 PRODUCTS AND SERVICES EXCLUDED FROM THE SCOPE OF THIS CONTRACT
This Contract expressly excludes the following from its scope:

e Consulting services not related to implementation of Products in Lots 1, 2 and 3 of the Contract;

e Stand-alone Connectivity Services (e.g. connectivity services not bundled with any Product within the scope of this
Contract)

o Staff Augmentation (standalone hourly based IT Services)

e Time and material billings;

e Large scale IT support infrastructure such as switch gear, generators, smoke detection, fire suppression and cooling
systems; and

e Stand-alone Third Party Products.

2.3 SUBSEQUENT PERIODIC RECRUITMENT

During the term of the Contract, the State reserves the right to conduct subsequent future Periodic Recruitments. The
purpose of future Periodic Recruitments will be for:

e Add new Lots for additional and/or emerging technologies
e Add new Contractors to existing and new Lots
e Add additional Lots to existing Contracts

OGS will formally announce when a periodic recruitment Solicitation is issued. Periodic recruitments will be issued at the
discretion of the OGS. A Contractor shall be required to submit such Submission documentation as required by OGS,
which may include additional applicable statutory requirements currently in effect at the time of the Periodic Recruitment.
Should a Contractor Submission for a Lot be deemed non-responsive under any Periodic Recruitment, a Contractor
cannot reapply for that Contract Lot until the next Periodic Recruitment is opened.
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24 ESTIMATED SPEND AND QUANTITIES

This Contract is an Indefinite Delivery, Indefinite Quantity (IDIQ) Contract. Numerous factors could cause the actual
volume of Product purchased under this Contract to vary substantially from any estimates previously provided. Such
factors include, but are not limited to, the following:

e The Contract is a nonexclusive Contract;
e There is no guarantee of volume to be purchased; and
e There is no guarantee that demand will continue in any manner consistent with previous purchases.

2.5 DEFINITIONS

In addition to the terms defined in Appendix B, Section 2, Definitions, the following definitions shall apply in this Contract.

Term | Definition !
Analytic Derivatives The outcome from data mining or other aggregated Data analysis techniques.
Anything as a Service |XaaS is a collective term said to stand for a number of things including "X as a service,"
(XaaS) "anything as a service" or "everything as a service." The acronym refers to an increasing number
of services that are delivered over the Internet rather than provided locally or on-site.
Appliance An Appliance is a device with integrated Software (firmware), specifically designed to provide a

specific computing resource. The Hardware and Software are pre-integrated and pre-configured
before delivery to customer, to provide a "turn-key" solution to a particular problem. Unlike
general purpose computers, Appliances are generally not designed to allow the customers to
change the Software (including the underlying operating system), or to flexibly reconfigure the
Hardware. To be considered an Appliance, the (Hardware) device needs to be integrated with
Software, and both are supplied as a package.

Authentication The process of establishing confidence in the identity of users or information systems.

Authorized User Authorized User Agreement shall mean the Purchase Order and/or such other documents

Agreement memorializing the Contractor’s obligations with respect to a given transaction resulting from an
RFQ issued by an Authorized User.

Best Value The basis for awarding all service and technology Contracts to the Bidder that optimizes quality,
cost and efficiency, among responsive and responsible Bidders. (State Finance Law 8163 (1)
()

Business Continuity and |Business Continuity and Disaster Recovery (BCDR or BC/DR) are closely related practices that

Disaster Recovery describe an organization's preparation for unforeseen risks to continued operations.

(BC/DR)

Business Day Monday through Friday from 8:00 AM — 5:00 PM ET, excluding New York State or Federal
holidays.

Business Entity Any individual, business, partnership, joint venture, corporation, S-corporation, limited liability

company, sole proprietorship, joint stock company, consortium, or other private legal entity
recognized by statute.

Cloud Cloud shall mean any Product or Service sold as an “as a service” offering or in which
Authorized User Data is transmitted, acted upon, or stored on non-Authorized User equipment.
This may include, but is not limited to, hosted applications, managed security services, and off-
site Data storage. Cloud includes laaS, PaaS, SaaS, and XaaS.

Cloud Provider Person, organization or entity responsible for making a Cloud Service available to Authorized
Users.

Commercial Off-The-  |A term for Products available in the commercial marketplace that can be purchased and used
Shelf (COTS) under government Contract.

Compliance Conformity in fulfilling requirements.

Configuration An arrangement of elements in a particular form, figure, or combination which includes minor
physical or software setting changes that can be implemented without custom physical
modifications or changes to the base code. Configuration may include Installation.
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Term

Consensus
Assessments Initiative
Questionnaire (CAIQ)

Definition
As established by the Cloud Security Alliance (CSA). The Cloud Security Alliance Consensus

Assessments Initiative (CAI) was launched to perform research, create tools and create industry
partnerships to enable Cloud computing assessments.

Consulting

The providing of expert knowledge by a third party for a fee.

Continental United
States (CONUS)

The 48 contiguous States, and the District of Columbia.

Contract Term

The initial term of the Contract and any renewals and/or extensions.

Copyright

Copyright is a legal concept, enacted by most governments, that grants the creator of an original
work exclusive rights to its use and distribution, usually for a limited time, with the intention of
enabling the creator of intellectual wealth (e.g. the photographer of a photograph or the author of
a book) to receive compensation for their work and be able to financially support themselves.

Custom Software

Software that does not meet the definition of COTS Software.

Customization

Customization of Product is the modification of packaged Product to meet the individual
requirements of an Authorized User.

Customized Training

Training that is designed to meet the special requirements of an Authorized User.

Data

Any information, Analytic Derivatives, formula, algorithms, or other content that the Authorized
User may provide to the Contractor pursuant to this Contract. Data includes, but is not limited to,
any of the foregoing that the Authorized User and/or Contractor (i) uploads to the Cloud Service,
and/or (ii) creates and/or modifies using the Cloud Service. See also Analytic Derivatives.

Data Breach

Data Breach refers to unauthorized access by any person, including employees, officers,
partners or subcontractors of Contractor, who have not been authorized to access such Data.

Data Center

The term "Data center" applies to all facilities which Authorized User Data is processed or stored.

Data Categorization

Data categorization is the process of risk assessment of Data. See also “High Risk Data”,
“Moderate Risk Data” and “Low Risk Data”.

Data Conversion

The conversion of computer data from one format to another.

Data Mining

Data Mining is the computational process of discovering patterns in large data sets involving
methods at the intersection of artificial intelligence, machine learning, statistics, and database
systems. The overall goal of the data mining process is to extract information from a data set and
transform it into an understandable structure for further use. Aside from the raw analysis step, it
involves database and data management aspects, data pre-processing, model and inference
considerations, interestingness metrics, complexity considerations, post-processing of
discovered structures, visualization, and online updating.

Database

A single collection of Data stored in one place that can be used by personnel to make decisions
and assist in analysis.

Deliverable

Products, Software, Information Technology, telecommunications technology, Hardware, and
other items (e.g. reports) to be delivered pursuant to this Contract, including any such items
furnished within the provision of services.

Device

A piece of electronic equipment (such as a laptop, server, hard drive, USB drive) adapted for a
particular purpose.

Discount

An allowance, reduction or deduction from a selling price or list price extended by a seller to a
buyer in order for the net price to become more competitive. More common forms of discounts
include trade discounts, quantity discounts, seasonal discounts and cash discounts.

Discount from List

Mathematical calculation to determine the buyer’s price from a manufacturer’s price list.

Encryption

A technique used to protect the confidentiality of information. The process transforms
("encrypts") readable information into unintelligible text through an algorithm and associated
cryptographic key(s).

Equal Employment

Policies and procedures of the jurisdiction to ensure non-discrimination and equal opportunity to

Opportunity (EEO) all employees, especially women, minorities, and persons with disabilities.

Equipment An all-inclusive term which refers either to individual Machines or to a complete Data Processing
System or Subsystem, including its Hardware and Operating Software (if any). See also “device,
“appliance,” and “hardware,” “machine.”
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Term

Federal Information
Security Management
Act (FISMA)

Definition
The Federal Information Security Management Act of 2002 ("FISMA", 44 U.S.C. § 3541, et seq.)
is a United States federal law enacted in 2002 as Title 11l of the E-Government Act of 2002
(Pub.L. 107-347, 116 Stat. 2899). The act recognized the importance of information security to
the economic and national security interests of the United States. The act requires each federal
agency to develop, document, and implement an agency-wide program to provide information
security for the information and information systems that support the operations and assets of
the agency, including those provided or managed by another agency, contractor, or other
source.

Fleet Management

The development and management of inventory (e.g. Software inventory, Hardware inventory,
Cloud inventory).

Follow the Sun

Follow-the-sun is a type of global workflow in which tasks are passed around daily between work
sites that are many time zones apart.

General Services
Administration (GSA)

The department within the U.S. government that is responsible for procurement of goods and
services.

Government Entity

A federal, state or municipal entity located in the United States.

Hardware

Refers to IT Equipment and is contrasted with Software. See also Equipment.

High Risk Data

Is as defined in FIPS PUB 199, Standards for Security Categorization of
Federal Information and Information Systems (“High Impact Data”).

Implementation

Implementation refers to post sales process of guiding a client from purchase to use of the
Product that was purchased. This may include but is not limited to post sales requirements
analysis, scope analysis, limited customizations, systems integrations, data
conversion/migration, business process analysis/improvement, user policy, customized user
training, knowledge transfer, project management and system documentation.

Information Technology
(Im)

Includes, but is not limited to, all electronic technology systems and services, automated
information handling, System design and analysis, conversion of data, computer programming,
information storage and retrieval, telecommunications which include voice, video, and data
communications, requisite System controls, simulation, electronic commerce, and all related
interactions between people and Machines.

Information Technology
Services (ITS)

New York State Office of Information Technology Services (http://www.its.ny.gov/). Itis the
responsibility of ITS to provide centralized IT services to the State and its governmental entities
with the awareness that our citizens are reliant on those services.

Infrastructure as a
Service (laaS)

The capability provided to the Authorized User is to provision processing, storage, networks, and
other fundamental computing resources where the Authorized User is able to deploy and run
arbitrary Software, which can include operating systems and applications. The Authorized User
does not manage or control the underlying cloud infrastructure but has control over operating
systems, storage, deployed applications; and possibly limited control of select networking
components (e.g., host firewalls).

Installation

The act or process of making Products ready to be used. Installation does not include
Configuration.

Installation Date

The date specified in the Authorized User Agreement by which the Contractor must have the
ordered Equipment ready for use by the Authorized User.

Installation of Hardware

Involves physically installing various types of computer systems and/or adding new components
to an already existing system. Installation set up of computer systems includes the initial
installation of Hardware and other components that are or may be part of a larger system.

Intellectual Property (1P)

Includes inventions, patents, copyrights, trade secrets, trademarks, technical Data, industrial
designs that are generally protected and proprietary.

Internet Access

Connection to the internet through an Internet Service Provider (ISP).

Internet Service
Provider (ISP)

An ISP is an organization that provides services for accessing, using, or participating in the
Internet.

Interoperability

The capability to communicate, to execute programs, or to transfer Data among various
functional units under specified conditions
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Term
Legacy Systems

Definition
Any outdated Hardware/Software system that remains in use despite the availability of more
current technology. It usually is an archaic Data management platform that may contain
proprietary custom designed Software (e.g. An old database management system running on
mainframes).

Logical Partition (LPAR)

A logical partition is a subset of computer's Hardware resources, virtualized as a separate
computer.

Low Risk Data

Is as defined in FIPS PUB 199, Standards for Security Categorization of
Federal Information and Information Systems (“Low Impact Data”).

Machine

An individual unit of a Data processing system or subsystem, separately identified by a type
and/or model number, comprised of but not limited to mechanical, electro-mechanical, and
electronic parts, microcode, and special features installed thereon and including any necessary
Software, e.g., central processing unit, memory module, tape unit, card reader, etc.

Maintenance

The upkeep of Product that keeps the Product operating in accordance with the Manufacturer’s
specification.

Mandatory

Refers to items or information that the State has deemed that a Vendor must submit as
compulsory, required and obligatory. These items or information are noted as such, or the
requirements may be phrased in terms of “must” or “shall”. Mandatory requirements must be
met by the Vendor for Vendor’'s Submission to be considered responsive.

Manufacturer

A person or business entity that creates, makes, processes, or fabricates a Product or something
of value, which changes a raw material or commodity from one form to another or creates a new
Product or commodity.

Manufacturer -
Software

An organization that creates, programs, or develops proprietary Software that are branded,
warranted, supported, and maintained by the entity that creates it and holds all intellectual
property rights of the assembled solution.

Manufacturer - Cloud

An organization that creates, programs, or develops a proprietary system that is delivered as a
subscription service that is branded, warranted, supported, and maintained by the entity that
creates it. It may or may not be hosted by the Manufacturer, but the Manufacturer will be held
responsible for the performance of the service provided regardless of the owner of the support
infrastructure.

Manufacturer -
Hardware

An organization that creates or assembles Hardware components into an integrated proprietary
system that is branded, warranted, supported, and maintained by the entity that creates it and
holds all intellectual property rights of the assembled solution.

Manufacturer Part
Number (SKU)

An identification number assigned to an individual part by the Manufacturer or distributor of that
part; usually includes a combination of alpha and/or numeric characters.

Manufacturer’s Price
List

A price list published in some form by the Manufacturer and available to and recognized by the
trade.

May Denotes the permissive in a contract clause or specification. Refers to items or information that
the State has deemed are worthy of obtaining, but not required or obligatory.
Mean The arithmetic average. The average value of a set of numbers.

Minority and/or Woman-
Owned Business
(MWBE)

A business certified with Empire State Development (ESD) as a Minority and/or Woman-Owned
Business.

Model Number

An identification number assigned to describe a style or class of item, such as a particular
design, composition or function, by the Manufacturer or distributor of that item.

Moderate Risk Data

Is as defined in FIPS PUB 199, Standards for Security Categorization of
Federal Information and Information Systems (“Moderate Impact Data”).

Must

Denotes the imperative in a Contract clause or specification. Means required - being
determinative/mandatory, as well as imperative.

National Institute of
Standards and
Technology (NIST)

NIST is the federal technology agency that works with industry to develop and apply technology,
measurements, and standards. http://www.nist.gov

PM67349

MICROSTRATEGY SERVICES CORPORATION


http://www.nist.gov/

Office of General Services
Procurement Services

Group 73600 — Award 22802
Information Technology Umbrella Contracts — Manufacturer Based (Statewide)

Page 14 of 43

Term

New York State Small
Business Enterprise
(NYS SBE)

Definition
A “New York State Small Business” is defined as a company that is a resident to New York

State, independently owned and operated, with 100 or fewer employees, and not dominant in its
field. See State Finance Law 8160(8).

Non-State Agencies

Political subdivisions and other entities authorized by law to make purchases from OGS
Centralized Contracts other than those entities that qualify as State Agencies. This includes all
entities permitted to participate in centralized contracts per Appendix B, §39(b), Non-State
Agency Authorized Users and 8§39(c), Voluntary Extension and State Finance Law Section
163(1)(K).

NYS Procurement

The New York State Office of General Services that is authorized by law to issue centralized,
statewide contracts for use by New York State agencies, political subdivisions, schools, libraries
and others authorized by law to participate in such contracts. http://nyspro.ogs.ny.gov

Office of the State
Comptroller (OSC)

The New York State Office of the State Comptroller. http://www.osc.state.ny.us/

Operating System (OS)

Those routines, whether or not identified as program Products, that reside in the Equipment and
are required for the Equipment to perform its intended function(s), and which interface the
operator, other Contractor-supplied programs, and user programs to the Equipment.

Personally Identifiable
Information (PII)

As defined in NIST Special Publication 800-122 “Guide to Protecting the Confidentiality of
Personally Identifiable Information (PII)”,

Platform as a Service
(PaaS)

The capability provided to the Authorized User to deploy onto the Cloud, infrastructure
Authorized User-created or acquired applications created using programming languages and
tools supported by the Vendor. The Authorized User does not manage or control the underlying
cloud infrastructure including network, servers, operating systems, or storage, but has control
over the deployed applications and possibly application hosting environment configurations.

Preventive Maintenance

Maintenance, performed on a scheduled basis by the Contractor, which is designed to keep the
Equipment in proper operating condition.

Processor

A microprocessor or other form of central processing unit that accesses shared resources. A
dual-core or multicore processor (an integrated circuit with two or more microprocessors or
central processing units plugged into the same socket) shall be considered a single Processor.

Procurement Card (P-
Card)

A method of procuring and settling the purchase of goods and services.

Procurement Plan

The Product of the procurement planning process. A Procurement Plan may include, but is not
limited to: the project requirements, the procurement team, the justification for the procurement,
the procurement method, financial/technical weighting options and a procurement timeframe.

Product Bundle

Multiple Products combined for sale as a single Product offering. In the instance where a
Product Bundle is comprised of Products by multiple Manufacturers, the Product Bundle can only
be offered for sale under the Contract by the Manufacturer having the largest portion of the cost
of the Product Bundle based on the Manufacturer’s list price for the Product Bundle components.

Programming Services

Programming Services are modifications or additions to Source Code.

Project Manager (PM)

A project manager is a professional in the field of project management. Project managers can
have the responsibility of the planning, execution and closing of any project, typically relating to
construction industry, architecture, aerospace and defense, computer networking,
telecommunications or Software development.

Project Plan

A formal, approved document used to guide both project execution and project control. The
primary uses of the project plan are to document planning assumptions and decisions, facilitate
communication among stakeholders, and document approved scope, cost, and schedule
baselines.

Related Software

Software which is bundled with Hardware and is required for installation, configuration and is
integral to the operation of the Hardware.

Reseller

A Reseller is a company or individual (merchant) that purchases goods or services with the
intention of selling them rather than consuming or using them. Also known as Value Added
Reseller (VAR) or channel partner. Resellers must be eligible to quote statewide, independently
and lower than Manufacturer (Contract) pricing for procurements under resulting Contracts.
Reseller must also be able to accept orders, invoice and receive payment for Products.
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Term
Sales Agent

Definition
A Sales Agent may assist the Manufacturer with sales, but Sales Agents are not authorized to
accept orders, invoice or receive payment.

Security Incident

A Security Incident is a violation or imminent threat of violation of computer security policies,
acceptable use policies, or standard security practices. A Security Incident is also defined as any
event that adversely affects the confidentiality, integrity, or availability of system and its Data.
See NYS ITS Policy NYS-S13-005 or its successor for additional information.

Service The performance of a task or tasks and may include a material good or a quantity of material
goods, and which is the subject of any purchase or other exchange. For the purposes of this
article, technology shall be deemed a service.

Shall Denotes the imperative in a Contract clause or specification. Means required - being
determinative/mandatory, as well as imperative.

Should Denotes the permissive in a Contract clause or specification. Refers to items or information that

the State has deemed are worthy of obtaining, but not required or obligatory.

Small Business

Please refer to State Finance Law section 160(8) for the definition of “small business concern” or
“small business.”

Software

An all-inclusive term which refers to any computer programs, routines, or subroutines supplied by
the Contractor, including operating Software, programming aids, application programs, and
program Products.

Software as a Service
(SaaS)

The capability provided to the Authorized User is to use the provider’s applications running on a
Cloud infrastructure. The applications are accessible from various client devices through a thin
client interface such as a Web browser (e.g., Web-based email), or a program interface. The
Authorized User does not manage or control the underlying Cloud infrastructure including
network, servers, operating systems, storage, or even individual application capabilities, with the
possible exception of limited user-specific application configuration settings.

Statement of Work
(SOW)

A SOW is a document that captures and defines the work activities, deliverables, and timeline an
Authorized User seeks from a vendor. The SOW usually includes detailed requirements, with
standard regulatory and governance terms and conditions.

Statewide Financial
System (SFS)

The New York State Enterprise Resource Planning (ERP) system.

Storage Specific to technology, a computer memory that retains data for some period of time. Storage
can be categorized in many ways such as: primary or secondary; read-only, random access and
magnetic storage.

System The complete collection of Hardware, Software and services as described in the resulting

Authorized User Agreements, integrated and functioning together, and performing in accordance
with the Authorized User Agreement.

Third Party Products

Third Party Intellectual Property or Third Party Products means any intellectual property owned
by parties other than Authorized User or Contractor and provided to Authorized Users for use in
connection with the Services.

Trademark A trademark, trade mark, or trade-mark is a recognizable sign, design or expression which
identifies Products or services of a particular source from those of others.

Transaction An agreement between an Authorized User and a Contractor to exchange a Product(s) or
Service(s) for payment.

Usage The quantity of an inventory item consumed over a period of time expressed in units of quantity
or of value in dollars.

Vendor An enterprise that sells goods or services.

Volume Software
License Agreement

A Volume Software License Agreement can occur when there is a large quantity of Software
purchased from a particular Software Manufacturer, for a specified time period, which results in
additional discounting beyond the Contract discounts.

Will

Denotes the permissive in a contract clause or specification.

Written / Written
Communication

Written Communication makes use of the written word. Examples of written communications
include e-mail, Internet websites, letters, proposals, and contracts.
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26 CONTRACT DOCUMENTS AND CONFLICT OF TERMS

This Centralized Contract is composed of the documents set forth below. In the case of any conflict among these
documents, conflicts shall be resolved in the order of precedence indicated below.

1. Appendix A — Standard Clauses for New York State Contracts;

2. This Document, Appendix J — Contractor’s Insurance Requirements, and Appendix J.1 — Contractor-Specific
Insurance Requirements (as applicable)

3. Appendix B — General Specifications

4. Appendix C — Contract Modification Procedure

5. Appendix D — Contractor and Reseller Information

6. Appendix E — Pricing Pages

7. Appendix F — Primary Security and Privacy Mandates

8. Appendix G — Processes and Forms Templates

a. Attachment 1 — How to Use the Manufacturer Umbrella Contract

b. Attachment 2 — Statement of Work — Request for Quote

c. Attachment 3 — Statement of Work — Request for Quote - Financial
9. Appendix H — Maintenance and Warranty Service Report
10. Appendix | — Report of Contract Sales

2.7 CONTRACT TERM

The term of this Contract shall commence upon execution of the Contract by OGS as evidenced by the date
accompanying the OGS signature line, and shall end on November 29, 2020. The State reserves the right, at its sole
discretion, to extend the term of this Contract by an additional five (5) years upon Contractor’s agreement thereto.

Notwithstanding the commencement of the term of the Contract, Contractor shall not bid on an RFQ for a specific Lot until
the OGS website identifies Contractor as eligible to participate in an RFQ for that specific Lot.

2.8 DOWNSTREAM PROHIBITION

Any and all work from this Contract that involves developing specifications, establishing a base for other applications or
otherwise gaining information that would give Contractor an unfair competitive advantage in a future procurement may
result in the Contractor being precluded from further work (downstream prohibition) due to conflicts of interest. Authorized
User shall provide notification of any downstream prohibitions known at the time the RFQ is released. See State Finance
Law section 163-a and section 163 (2) for additional information on the statutory prohibitions. Non-State agency
Authorized Users may have additional statutory prohibitions.

29 CONTRACTOR’S INSURANCE REQUIREMENTS

The insurance requirements of this Contract are set forth in Appendix J and, if applicable, Appendix J.1.
210 NEW YORK STATE VENDOR RESPONSIBILITY

The Contractor shall at all times during the Contract term remain responsible. The Contractor agrees, if requested by the
Commissioner or her designee, to present evidence of its continuing legal authority to do business in New York State,
integrity, experience, ability, prior performance, and organizational and financial capacity.

The Commissioner of OGS or her designee, in his or her sole discretion, reserves the right to suspend any or all activities
under this Contract, at any time, when he or she discovers information that calls into question the responsibility of the
Contractor. In the event of such suspension, the Contractor will be given written notice outlining the particulars of such
suspension. Upon issuance of such notice, the Contractor must comply with the terms of the suspension order. Contract
activity may resume at such time as the Commissioner of OGS or her designee issues a written notice authorizing a
resumption of performance under the Contract.

The Contractor agrees that if it is found by the State that the Contractor’s responses to the Questionnaire were
intentionally false or intentionally incomplete, on such finding, the Commissioner may terminate the Contract.
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Upon written notice to the Contractor, and a reasonable opportunity to be heard with appropriate OGS officials or staff, the
Contract may be terminated by the Commissioner of OGS or her designee at the Contractor’s expense where the
Contractor is determined by the Commissioner of OGS or her designee to be non-responsible. In such event, the
Commissioner of OGS or her designee may complete the Contractual requirements in any manner he or she may deem
advisable and pursue available legal or equitable remedies for breach.

In no case shall such termination of the Contract by the State be deemed a breach thereof, nor shall the State be liable for
any damages for lost profits or otherwise, which may be sustained by the Contractor as a result of such termination.

211 TAXLAW §5-A

Section 5-a of the Tax Law requires certain Contractors awarded State Contracts for commaodities, services and
technology valued at more than $100,000 to certify to the NYS Department of Taxation and Finance (DTF) that they are
registered to collect New York State and local sales and compensating use taxes. The law applies to Contracts where the
total amount of such Contractors’ sales delivered into New York State are in excess of $300,000 for the four quarterly
periods immediately preceding the quarterly period in which the certification is made, and with respect to any affiliates and
subcontractors whose sales delivered into New York State exceeded $300,000 for the four quarterly periods immediately
preceding the quarterly period in which the certification is made.

A Contractor is required to file the completed and notarized Form ST-220-CA with OGS certifying that the Contractor filed
the ST-220-TD with DTF. Note: DTF receives the completed Form ST-220-TD, not OGS. OGS ONLY receives the Form
ST-220-CA. Form ST-220-CA must be filed with the Proposal and submitted to the procuring covered Agency certifying
that the Contractor filed the ST-220-TD with DTF. Contractor should complete and return the certification forms within five
(5) business days of request (if the forms are not completed and returned with Proposal submission). Failure to make
either of these filings may render a Contractor non-responsive and non-responsible. Contractor shall take the necessary
steps to provide properly certified forms within a timely manner to ensure compliance with the law.

Website links to the Contractor certification forms and instructions are provided below. Form No. ST-220-TD must be filed
with and returned directly to DTF and can be found at http://www.tax.ny.gov/pdf/current_forms/st/st220td_fill_in.pdf.
Unless the information upon which the ST-220-TD is based changes, this form only needs to be filed once with DTF. If the
information changes for the Contractor, its affiliate(s), or its subcontractor(s), a new Form No. ST-220-TD must be filed
with DTF.

Form ST-220-CA must be submitted to OGS. This form provides the required certification that the Contractor filed the ST-
220-TD with DTF. This form can be found at http://www.tax.ny.gov/pdf/current_forms/st/st220ca_fill_in.pdf.

Vendors may call DTF at (518) 485-2889 for any and all questions relating to Section 5-a of the Tax Law and relating to a
company's registration status with the DTF. For additional information and frequently asked questions, please refer to the
DTF website: http://www.tax.ny.gov.

212 TOLL FREE NUMBER

If Contractor provides a toll-free telephone number for Authorized User usage, Contractor should staff this toll-free number
at a minimum from 9:00 AM to 5:00 PM Monday through Friday Eastern Time, excluding New York State or federal
holidays. The toll-free number is set forth in Appendix D — Contractor and Reseller Information. This number is to be
provided at no cost to the State.

213 DESIGNATED PERSONNEL

The Contractor will provide the Designated Personnel listed below for the duration of the Contract at no charge to the
State.

Contractor must notify OGS within five (5) business days if any of the Designated Personnel changes, and provide an
interim contact person until the position is filled. Contractor may submit a Designated Personnel change by submission
electronically via e-mail of a revised Appendix D — Contractor and Reseller Information to the OGS Contract Administrator.

2.13.1 Account Manager

A designated Account Manager for the Centralized Contract shall be provided. The Account Manager is responsible for
the overall relationship with the State during the course of the Contract and shall act as the central point of contact.
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2.13.2 Billing Contact

A designated Billing Contact for the Centralized Contract shall be provided. The Billing Contact will become the single
point of contact between the Contractor and the Authorized User for matters related to invoicing, billing and payment.

2.13.3 Emergency Contact

Not a complete sentence.

A designated Emergency Contact for the Centralized Contract shall be provided. The Emergency Contact will be available
24 hours a day, 365 days per year for emergency procurements.

2.13.4 Contractor Administrator

Contractor must provide a designated Contract Administrator to support the updating and management of the Contract on
a timely basis. Information regarding the Administrator is set forth in Appendix D — Contractor and Reseller Information.
During the term of the Contract, Contractor must notify OGS within five (5) business days if its Contract Administrator
changes, and provide an interim contact person until the position is filled. Contractor may submit a Contract Administrator
change by submission electronically via e-mail of a revised Appendix D — Contractor and Reseller Information to the OGS
Contract Administrator.

214 E-RATE

Authorized users who receive E-rate funding are encouraged to review Universal Service Fund rules and regulations to
verify the applicability of this Contract to the E-rate program.

215 NEW YORK STATE RIGHTS
2.15.1 New York State reserves the right to:

A. Unilaterally make revisions, changes and/or updates to any templates, Appendices (excluding Appendices A and B)
and/or Attachments to this Contract without processing a formal amendment and/or modification.

B. The State reserves the right to exclude any price lists or individual Products and services that do not fall within the
scope of this Contract.

C. OGS reserves the right to use on-line processes, such as reverse auction, to make acquisitions under the resulting
Contracts. Bidder agrees that if awarded a Contract, it will participate in these on-line processes established by OGS.

D. OGS reserves the right to incorporate an electronic workflow system that may include elements of the Authorized
User RFQ process.

E. OGS reserves the right to post Authorized User Contract usage of Centralized Contracts.

2.15.2 Authorized User Reserved Rights
In addition to the above reserved rights, the Authorized User shall have the following additional reserved rights:

A. The Authorized User reserves the right to add requirements to the RFQ and resulting Authorized User Agreement that
are more advantageous than the terms and conditions established with the Contract.

B. The Authorized User reserves the right to require the Contractor to identify any sub-contractors, and to approve such
sub-contractors.

C. The Authorized User reserves the right to request the Contractor’s insurance policy language for purposes of
substantiating Vendor's compliance with Contract Section 2.9 Contractor’s Insurance Requirements, or such other
Insurance Requirements as required by the Authorized User as part of a RFQ.

216 LIVING WAGE

An Authorized User subject to a local law establishing a “living wage”, such as Section 6-109 of the New York City
Administrative Code, is required to ensure the Contractor sought to be hired complies with such local law. If the pay
rate(s) for a job title(s) as set forth in Appendix E — Pricing Pages, are less than the local law “living wage” than Authorized
User subject to such local law cannot use this Contract for such job title(s). Local laws, however, are not a term and
condition of the OGS Contract.
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217 PREVAILING WAGE RATES - PUBLIC WORKS AND BUILDING SERVICES CONTRACTS

Work being done under a resulting Authorized User Agreement may be subject to the prevailing wage rate provisions of
the New York State Labor Law. Such work will be identified by the Authorized User within the RFQ. See “Prevailing
Wage Rates — Public Works and Building Services Contracts’ in Appendix B, Clause 10, OGS General Specifications.
Any federal or State determination of a violation of any public works law or regulation, or labor law or regulation, or any
OSHA violation deemed "serious or willful* may be grounds for a determination of vendor non-responsibility and rejection
of proposal.

The Prevailing Wage Case Number for this Contract is PRC# 2014011745.

The Prevailing Wage Rates for various occupations and General Provisions of Laws Covering Workers on Article 8 Public
Work Contract can be accessed at the following NYS Department of Labor website:

http://wpp.labor.state.ny.us/wpp/showFindProject.do?method=showlt

e Insert PRC# 2014011745 in the box provided and click Submit.
e Click Wage Schedule located underneath the main header of this page. The PDF file may be searched to obtain the
Prevailing Wage Rate for a specific occupation.

218 SHORT TERM EXTENSION

In the event a replacement Contract has not been issued, any Contract let and awarded hereunder by the State, may be
extended unilaterally by the State for an additional period of up to three (3) months upon notice to the Contractor with the
same terms and conditions as the original Contract including, but not limited to, prices and delivery requirements. With the
concurrence of the Contractor, the extension may be for a period of up to six (6) months in lieu of three (3) months.
However, this extension terminates should the replacement Contract be issued in the interim.

219 PROCUREMENT INSTRUCTIONS

Authorized Users should refer to Attachment 1 — How to Use the Manufacturer Umbrella Contract for specific instructions
on the usage of this Contract. OGS reserves the right to unilaterally make revisions, changes and/or updates to
Attachment 1 — How to Use the Manufacturer Umbrella Contract without processing a formal amendment and/or
modification.

2.20 SPECIFICATIONS

During the term of the Contract, the Authorized User may request Product specifications for particular items that have
been included by the Contractor in Appendix E — Pricing Pages. These specifications will be provided by the Contractor
at no cost.

2.21 INSTRUCTION MANUALS AND ASSOCIATED DOCUMENTATION

Product shall be furnished, at no extra charge, with one complete set of standard operator instruction manuals and
documentation (hard copy, CD/DVD or web link) as would normally accompany such Product(s). Contractor shall also
ensure that the part numbers and net prices associated with the documentation are available to the Authorized User and
included in Appendix E — Pricing Pages should an Authorized User purchase additional sets of technical manuals. Where
documentation is provided in electronic format, an Authorized User shall be entitled to make copies to the extent
necessary to fully enjoy the rights granted under this Contract provided that the Authorized User reproduces the copyright
notice and any other legend of ownership on any copies made.

2.22 NYS OFFICE OF INFORMATION TECHNOLOGY SERVICES NOTIFICATION

All New York State Agencies must notify the Office of Information Technology Services of any purchases of technology
that meet the stated thresholds and technology-related materials, services or otherwise, as stated in Technology Policy
NYS—P08-001: http://www.its.ny.gov/policy/NYS-P08-001.pdf, as may be amended, modified or superseded.

2.23 SALES REPORTING REQUIREMENTS
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Contractor shall furnish OGS quarterly sales reports utilizing Appendix | - Report of Contract Sales. Purchases by Non-
State Agencies, political subdivisions and others authorized by law shall be reported in the same report and indicated as
required. All fields of information shall be accurate and complete. OGS reserves the right to unilaterally make revisions,
changes and/or updates Appendix | - Report of Contract Sales or to require sales to be reported in a different format
without processing a formal amendment and/or modification. Further, additional related sales information and/or detailed
Authorized User purchases may be required by OGS and must be supplied upon request.

2.23.1 Reseller Sales

Product purchased through Reseller(s) must be reported by Contractor in the required Appendix | — Report of Contract
Sales.

2.23.2 Due Date

The Appendix | - Report of Contract Sales will be quarterly (January - March, April - June, July - September and October -
December). Reports will be due 1 month after the closing quarter.

2.24 SERVICE REPORTS FOR MAINTENANCE/SUPPORT AND WARRANTY WORK
2.24.1 Service Reports for Authorized User
An Authorized User in an RFQ may require compliance with any or all of this section.

If requested by the Authorized User, the Contractor shall furnish the Authorized User with service reports for all
maintenance/support and warranty work upon completion of the services. The service reports may include the following
information in either electronic or hard copy form as designated by the Authorized User:

Date and time Contractor was notified

Date and time of Contractor’s arrival

Make and model of the Product

Description of malfunction reported by Authorized User
Diagnosis of failure and/or work performed by Contractor
Date and time failure was corrected by Contractor

Type of service — Maintenance/Support or warranty
Charges, if any, for the service

2.24.2 Service Reports for OGS

For all Lots OGS reserves the right to request the Contractor provide OGS an annual report on the 1st day of March of
each year of the Contract detailing all maintenance/support and warranty work conducted under the Contract for both
State Agencies and Non-State Agencies during the immediate prior calendar year. The Contractor will use Appendix H —
Maintenance and Warranty Service Report. The report shall include the name of the State or Non-State Agency and all of
the information in Section 2.24.1 and be submitted electronically in Microsoft Excel 2010 or lower version unprotected, via
e-mail to the attention of the OGS Contract Administrator.

2.25 DISTRIBUTION OF CONTRACTOR PRICE LIST AND CONTRACT APPENDICES

Contractor shall provide Authorized Users with electronic copies of the Contract, including Price Lists and Appendices,
upon request.

2.26 CONTRACT MODIFICATIONS

Contractor may propose modifications to the Contract utilizing Appendix C - Contract Modification Procedures. Contract
Modifications are changes that do not require a change to the established Contract terms and conditions.

2.27 PROMPT PAYMENT DISCOUNTS
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If a Contractor offers a discount for prompt payment, the Contractor shall include the terms of the discount on all invoices,
the amounts which are due if the Authorized User meets the terms, and the date for which the prompt payment
discount(s) expire.

2.28 CONTRACTOR’S OBLIGATION FOR RESELLER PARTICIPATION

Contractor shall not, directly or indirectly, by agreement, communication or any other means, restrict any Reseller’s
participation or ability to participate or compete in an Authorized User SOW/RFQ.

2.28.1 Conditions of Reseller(s) Participation

Reseller(s) must be approved in advance by the State as a condition of eligibility under the Contract. The State also
reserves the right to rescind any such participation or request that Contractor name additional Resellers, in the best
interests of the State, at the State’s sole discretion, at any time. Contractor shall have the right to qualify Reseller(s) and
their participation under this Contract by Lot:

1. such qualifying criteria are uniformly applied to all potential Resellers based upon Contractor’s established, neutrally
applied commercial/governmental program criteria, and not to a particular procurement;

2. all general categories of qualifying criteria must be disclosed by the Contractor to the State, in advance, at the
beginning of the Contract term;

3. those qualifying criteria met by the Reseller must be identified in Reseller designations at the time that Reseller
approval is requested; and,

4. Immediate notice is provided to OGS in the event that a change in Reseller’s status occurs during the Contract term.

2.28.2 Designation of Reseller(s)

When Reseller(s) are submitted for approval, Contractor must provide the State, in advance, with all necessary ordering
information, billing addresses and Federal Identification numbers in the format requested in Appendix D — Contractor and
Reseller Information.

2.28.3 Responsibility for Reporting/Performance

Contractor shall be fully liable for Reseller(s) performance and compliance with all Contract terms and conditions. Product
purchased through Reseller(s) must be reported by Contractor in the required quarterly sales reports to the State as a
condition of payment. In addition to inclusion of Reseller(s) volume in the Contractor’s sales reporting obligation to the
State, at the request of Authorized User, Reseller(s) shall provide Authorized User with reports of the individual
Authorized User’s Contract activity with Reseller.

2.28.4 Applicability of Contract Terms

Product or services ordered directly through Reseller(s) shall be limited to Products or services currently approved for
inclusion under this Contract and shall be subject to all terms and conditions of this Contract as a condition of Reseller
participation.

2.28.5 Condition for Responding to Authorized User Request for Quote

The Authorized User transaction is required to be competitive (see Attachment 1 — How to Use the Manufacturer Umbrella
Contract for examples of Procurement Scenarios). Contractors are encouraged to identify multiple Resellers to
participate in competitive transactions.

In order for an Authorized User to solicit a single Contractor on an RFQ, that Contractor must have at least five (5)

Resellers named on the Manufacturer’s Contract, and those Resellers must be eligible to quote statewide, independently
and lower than Contract pricing for procurements under this Contract which meet their qualifying criteria.

2.29 PURCHASE ORDERS AND INVOICING

All invoices shall at a minimum, include the items listed below and any additional information identified in the Authorized
User RFQ and resulting Authorized User Agreement:

e Contract Number
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e Contractor/Reseller Name
e NYS Vendor ID
e Manufacturer Part Number (SKU)
e Product Name
e Product Description
e  Quantity
e NYS Net Price for each Product
e Specific designation of special price(s) which may be better than the NYS Net Contract Price
¢ Invoice Total

2.30 PAYMENTS

Payments cannot be processed by Authorized Users until Product(s) have been delivered and accepted in accordance
with Appendix B §33 Product Delivery and Appendix B 866 Product Acceptance. Payment will be based on any invoice
used in the Contractor's normal course of business. Invoices must contain all requirements in Invoicing.

Authorized Users are instructed not to process invoices that do not include the required information set forth above.
Invoices must be detailed and include in the body of the invoice or an attachment to the invoice all of the required items.
Failure to comply may result in lengthy payment delays.

2.31 MAINTENANCE AND SUPPORT PROVISIONS
2.31.1 Maintenance/Support Agreement Provisions
Maintenance agreements may include the following:

Scope of Services

Delivery and Acceptance Timeframes and Procedures

Time Commitments & Prioritization of Services

Preventive and Corrective Maintenance/Support Activities

Service Level Agreements

Service Level Agreement Penalties/Rewards

Reporting Requirements/Problem Escalation and Follow-up Procedures

2.31.2 Maintenance/Support of Product

Contractor shall fully disclose all terms and conditions of maintenance available to Licensee, including the extent to which
updates, upgrades, revisions, and new releases are included in maintenance.

2.31.3 Obligations

The Contractor shall not be obligated to repair damage caused by fire or other casualty (except that caused by the
Contractor or those under Contractor’s control), or willful or grossly negligent operation or handling of the Product by the
Authorized User.

2.31.4 Right to Refuse/Discontinue Maintenance/Support

An Authorized User shall not be required to purchase Maintenance/support for use of Product. There shall be no
automatic renewal of Maintenance/support.

2.31.5 Maintenance/Support Agreement Contract Price Survival

An Authorized User’s Maintenance/support agreement, entered into during the term of this Contract, may continue beyond
the end of the Contract based on the following limitations:

¢ Maintenance/support period must start prior to the expiration of the Contract;
e Authorized User has pre-paid for the entire Maintenance/support term;
e Maintenance period cannot last longer than a 36 month period past the expiration of the Contract.
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2.31.6 Legacy Maintenance/Support

Contractor may offer Legacy Maintenance/support services on End of Life, or obsoleted Product, that is not being offered
under this Contract, provided that the equipment fits within the scope of this Contract as set forth in Section 2, Contract
Scope. Legacy Maintenance/support options shall be included in Appendix E - Pricing Pages. A description of each type
of Legacy Maintenance/support option shall be provided in Appendix E - Pricing Pages.

2.31.7 Maintenance/Support Responsibility

As a part of Maintenance/support responsibilities, the Contractor shall represent the Authorized User in regards to other
involved equipment and service providers to identify and correct the malfunction. Malfunctions that cannot be immediately
diagnosed and pinpointed to a certain piece of Product will require the participation of the Contractor until the
responsibility for the problem has been established. See Appendix B. 57, Cooperation with Third Parties.

2.31.8 Maintenance/Support Service Sheets

Upon Authorized User’s request, the Contractor shall furnish the Authorized User with a Maintenance/support Service
Sheet for all Maintenance/support requests. At a minimum, the Maintenance/support Service Sheet should include the
following data for each request for service:

e Date and time notified by Authorized User

e Date and time of arrival of Contractor

Description of malfunction reported by Authorized User
Diagnosis of failure and work performed by Contractor
Date and time failure was corrected

Charges for the service, if applicable

Name of person performing the service

2.31.9 Remote Administration, Maintenance and Support

Appendix E — Pricing Pages must include a Product description of any remote administration and/or Maintenance/support
service arrangements if offered/provided with the Product. The cost for any equipment required to perform this function
and the cost of the service, must be borne by the Contractor, as part of the cost of Maintenance/support. Connections to
the Authorized User’s networks must be performed in a manner prescribed by an Authorized User to preserve the integrity
of the Authorized User’s network, confidentiality and integrity of information transmitted over that Authorized User’'s
network, and the availability of the network.

Monitoring of network performance metrics, such as throughput, firmware levels and updates, or uptime, can be provided
through Lot 1 — Software and Lot 2 - Hardware. All Contractors should review NYS ITS Technology Standard NYS-S14-
010, Remote Access.

Any remote administration, maintenance/support service that transmits, stores, acts upon or could remotely access
Authorized User’s Data is considered a Cloud service and must be included in Lot 3 — Cloud.

2.32 PRE-INSTALLATION SITE VISITS

In accordance with Appendix B, Section 19, Site Inspection, Authorized User can require a site visit as part of the
Authorized User's RFQ.

2.33 NEW YORK STATE STATEWIDE FINANCIAL SYSTEM

New York State is currently operating on an Enterprise Resource Planning (ERP) system, Oracle PeopleSoft software,
referred to as the Statewide Financial System (SFS). SFS is currently on PeopleSoft Financials version 9.0 Bundle 18,
operating on PeopleTools version 8.49.33. The State is planning to upgrade to PeopleSoft Financials version 9.2
sometime in 2015. SFS supports requisition-to-payment processing and financial management functions.

The State is also implementing an eProcurement application that supports the requisitioning process for State Agencies to
procure goods and services in SFS. This application provides catalog capabilities. Vendors with centralized contracts
have the ability to provide a “hosted” or “punch-out” catalog that integrates with SFS and is available to Authorized Users
via a centralized eMarketplace website. There are no fees required for a Vendor’s participation in the catalog site
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development or management. Upon completion and activation of an on-line catalog, State agencies will process their
orders through the SFS functionality and other Authorized Users can access the catalog site to fulfill orders directly.

The State is also implementing the PeopleSoft Inventory module in the near future to track inventory items within the item
master table. Further information regarding business processes, interfaces, and file layouts may be found at:
www.sfs.ny.gov and http://www.osc.state.ny.us/agencies/guide/MyWebHelp/.

2.34 NON-STATE AGENCIES PARTICIPATION IN CENTRALIZED CONTRACTS AND
EXTENSION OF USE

New York State political subdivisions and others authorized by New York State law may participate in this Contract.
These include, but are not limited to local governments, public authorities, public school and fire districts, public and
nonprofit libraries, and certain other nonpublic/nonprofit organizations. See Appendix B, Section 2 Definitions Authorized
User and Section 27 Participation in Centralized Contracts. For purchase orders issued by the Port Authority of New York
and New Jersey (or any other authorized entity that may have delivery locations adjacent to New York State), services to
be provided may include locations adjacent to New York State.

Upon request, all eligible Non-State Agencies must furnish a Contractor with the proper tax exemption certificates and
documentation certifying eligibility to use State Contracts. Questions regarding an organization's eligibility to purchase
from New York State Contracts may be directed to OGS New York State Procurement's Customer Services at 518-474-
6717.

This Contract may be extended to additional States or Governmental jurisdictions upon mutual written agreement
between New York State (the lead contracting State) and the Contractor. Political subdivisions and other authorized
entities within each participating State or governmental jurisdiction may also participate in any resultant Contract if such
State normally allows participation by such entities. New York State reserves the right to negotiate additional discounts
based on any increased volume generated by such extensions. In the event that this Contract is so extended, such other
authorized entities shall be solely responsible for liability and performance under the Contract and Contractor agrees to
hold them solely responsible for such liability and performance.

2.35 EXPIRATION OF CONTRACT,; SURVIVAL OF AUTHORIZED USER AGREEMENTS

Except as permitted below, Authorized User Agreements cannot extend 12 months past the Contract expiration.

2.35.1 Lot4 - Implementation

Authorized User Agreements fully executed prior to the expiration of the Centralized Contract shall survive the expiration
date of the Centralized Contract, if applicable, based on the term of the Authorized User Agreement. An Authorized User
Agreement for Lot 4 — Implementation shall be no longer than 36 months in duration including any time extensions.

2.35.2 Maintenance/Support Agreement Contract Price Survival

An Authorized User’'s Maintenance/support agreement, entered into during the term of this Contract, may continue beyond
the end of the Contract based on the following limitations:

¢ Maintenance/support period must start prior to the expiration of the Contract;
e Authorized User has pre-paid for the entire Maintenance/support term;
e Maintenance/support period cannot last longer than a 36 month period past the expiration of the Contract.

2.36 PREFERRED SOURCE PRODUCTS

State Finance Law 8162 requires that governmental entities afford first priority to the products/services of Preferred
Source suppliers such as Correctional Industries (Corcraft), New York State Preferred Source Program for People who
are Blind, and NYS Industries for the Disabled (NYSID), when such products/services meet the form, function and utility of
the Authorized User. An Authorized User must determine if a particular commodity or service is approved for a Preferred
Source and follow the requirements of State Finance Law 8§162(3) or (4)(b), respectively, before engaging the Contractor.
Some products/services in the resultant Contract(s) may be available from one or more Preferred Sources.

Contractor will be required to prominently display the following language on all pricelists:
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Authorized Users Note: Some products/services in this Contract may be available from one or more Preferred Sources.
Authorized Users are reminded to comply with the statutory requirements under 8162 of the State Finance Law and the
guidelines issued by the State Procurement Council to afford first priority to products/services available from Preferred
Sources which meet your form, function and utility.

The complete, updated list of Preferred Source Offerings is available on the OGS website, at
http://www.ogs.state.ny.us/procurecounc/pdfdoc/pslist.pdf.

2.37 TRADE-INS

An Authorized User may trade-in Products when making purchases from this Contract. Trade-ins must be negotiated
between the Authorized User and the Contractor as there is no mandatory trade-in policy established in this Contract.
Contractor is prohibited from imposing any mandatory requirements or restrictions on Product disposal (e.g., prohibiting
cross-brand trade-ins), other than generic environmental safety concerns.

An Authorized User is obligated to actively seek current fair market value when trading Products and must keep accurate
records in the file verifying the process. For State Agencies, such trade-ins must comply with State Finance Law section
167 and it may be necessary to provide supporting documentation to the Office of the State Comptroller.

2.38 NEW YORK STATE OFFICE OF INFORMATION TECHNOLOGY SERVICES POLICIES

Authorized Users may require, as part of an RFQ/SOW, Contractor compliance with applicable ITS policies found at:
http://www.its.ny.gov/tables/technologypolicyindex.htm.

2.39 RECALLS
Contractor shall immediately notify OGS of any recalls pertaining to any items awarded to the Contractor.
240 AMERICANS WITH DISABILITIES ACT (ADA)

The Federal ADA Act, signed into law July 26, 1990, bars employment discrimination and requires all levels of
Government to provide necessary and reasonable accommodations to qualified workers with disabilities. Contractors are
required to identify and offer any software or hardware products they manufacture or adapt which may be used or adapted
for use by visually, hearing, or any other physically impaired individuals. Although it is not mandatory for Contractors to
have this equipment in order to receive an award, it is necessary to identify any such equipment they have which falls into
the above category.

241 PUBLIC INFORMATION

Disclosure of items related to this Agreement shall be permitted consistent with the laws of the State of New York and
specifically the Freedom of Information Law (FOIL) contained in Section 87 of the Public Officers Law. The State shall
take reasonable steps to protect from public disclosure any of the records relating to this procurement that are otherwise
exempt from disclosure under that statute. Information constituting trade secrets, for purposes of FOIL, must be clearly
marked and identified as such upon submission. If the Contractor intends to seek an exemption from disclosure of these
materials under FOIL, the Contractor shall, at the time of submission, request the exemption in writing and provide an
explanation of why the disclosure of the identified information would cause substantial injury to the competitive position of
the Contractor. Acceptance of the identified information by the State does not constitute a determination that the
information is exempt from disclosure under FOIL Determinations as to the availability of the identified information will be
made in accordance with FOIL at the time a request for such information is received by the State.

2.42 DIESEL EMISSION REDUCTION ACT

Pursuant to N.Y. Environmental Conservation Law 819 0323 of the (“the Law”) it is a requirement that heavy duty diesel
vehicles in excess of 8,500 pounds use the best available retrofit technology (“BART”) and ultra-low sulfur diesel fuel
(“ULSD”). The requirement of the Law applies to all vehicles owned, operated by or on behalf of, or leased by State
agencies and State or regional public authorities. It also requires that such vehicles owned, operated by or on behalf of, or
leased by State agencies and State or regional public authorities with more than half of its governing body appointed by
the Governor utilize BART.
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The Law may be applicable to vehicles used by Contractors “on behalf of” State agencies and public authorities and
require certain reports from Contractors. All heavy duty diesel vehicles must have BART by December 31, 2015 (unless
further extended by Law). The Law also provides a list of exempted vehicles. Regulations set forth in 6 NYCRR Parts 248
and 249 provide further guidance. The Bidder hereby certifies and warrants that all heavy duty vehicles, as defined in
NYECL 8§19 0323, to be used under this contract, will comply with the specifications and provisions of NYECL 8§19 0323,
and 6 NYCRR Parts 248 and 249.

243 POOR PERFORMANCE

An Authorized User should notify OGS Customer Services promptly if the Contractor fails to meet the requirements of this
Contract. Performance which does not comply with requirements or is otherwise unsatisfactory to the Authorized User
should also be reported to Customer Services:

Office of General Services
New York State Procurement
38th Floor Corning Tower
Empire State Plaza
Albany, NY 12242
Customer Services Coordination E-mail: customer.services@ogs.ny.gov
Telephone: (518) 474-6717 / Fax: (518) 474-2437

2.44 MERCURY ADDED CONSUMER PRODUCTS

Contractor agrees that it will not sell or distribute fever thermometers containing mercury or any products containing
elemental mercury for any purpose under this Contract.

245 SURPLUS/TAKE-BACK/RECYCLING

A. A State agency is reminded of its obligation to comply with the NY State Finance Law 88 167, Transfer and Disposal
of Personal Property, and 168, The Management of Surplus Computer Equipment, regarding transfer and disposal of
surplus personal property before utilizing take-back, recycling, or other options for disposition of equipment that is still
in operable condition.

B. If Contractor offers a take-back/recycling program, then Contractor shall provide a record of disposition to each
Authorized User who participates in the take-back/recycling program for units transferred for disposition. Contractor
shall provide documentation that the units were disposed of in an environmentally sound manner in compliance with
applicable local, state and federal laws. See Section C below for specific requirements governing electronic
equipment recycling.

C. The NYS Department of Environmental Conservation (DEC) Electronic Equipment Recycling and Reuse Act (“Act”)
(Environmental Conservation Law, Article 27, Title 26, Electronic Equipment Recycling and Reuse), requires
manufacturers to establish a convenient system for the collection, handling, and recycling or reuse of electronic
waste. If Contractor is a manufacturer of electronic equipment covered by the Act, Contractor agrees to comply with
the requirements of the Act. More information regarding the Act can be found on the DEC website at:
http://www.dec.ny.gov/chemical/65583.html.

D. If a Contractor offers a take-back/recycling program or offers an electronic equipment recycling program pursuant to
the Act, and an Authorized User participates in same, then the Authorized User shall ensure the destruction of all data
from any hard drives surrendered with the machines/covered electronic equipment. Contractor shall not require an
Authorized User to surrender the hard drive, as an Authorized User may wish to retain the hard drive for security
purposes. Contractor shall advise the Authorized User in advance if the retention of the hard drive results in
additional fees or reduction in trade-in value. It is recommended that an Authorized User use a procedure for
ensuring the destruction of confidential data stored on hard drives or other storage media that meets or exceeds the
National Institute of Standards and Technology (NIST) Guidelines for Media Sanitation as found in NIST Special
Publication 800-88.

246 USE OF RECYCLED OR REMANUFACTURED MATERIALS
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New York State supports and encourages Contractors to use recycled, remanufactured or recovered materials in the
manufacture of products and packaging to the maximum extent practicable without jeopardizing the performance or
intended end use of the product or packaging unless such use is precluded due to health or safety requirements or
product specifications contained herein. Refurbished or remanufactured components or products are required to be
restored to original performance and regulatory standards and functions and are required to meet all other requirements
of this Contract. Warranties on refurbished or remanufactured components or products must be identical to the
manufacturer's new equipment warranty or industry's normal warranty when remanufacturer does not offer new
equipment. See "Remanufactured, Recycled, Recyclable or Recovered Materials" in Appendix B, OGS General
Specifications.

247 ENVIRONMENTAL ATTRIBUTES AND NYS EXECUTIVE ORDER 4

New York State is committed to environmental sustainability and endeavors to procure products with reduced
environmental impact. One example of this commitment may be found in Executive Order No. 4 (Establishing a State
Green Procurement and Agency Sustainability Program), which imposes certain requirements on State Agencies,
authorities, and public benefit corporations when procuring commodities, services, and Hardware. More information on
Executive Order No. 4, including speci