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Attachment 1.2 System Requirements


Instructions:
· The following requirements are grouped by subject matter and preceded by a Vision; these Visions are intended to provide bidders with general understanding of the mindset for the creation of the requirements.  Nothing in the Visions shall be construed as requirements and they are not being scored. 
· For detailed definitions in this document, refer to Appendix D– Glossary of Terms.
· It is the vendor’s responsibility to provide fully tested and working solutions for all required interfaces\points of integration.  Simply identifying the availability of an API in the RMS will not be considered responsive unless an API is specifically specified within the requirement
· The following requirements are labeled as mandatory (M) or desirable (D) requirements. If a Bidder is unable to provide a feature identified as mandatory the proposal will not be further considered.
· For each requirement contained within this document a response is required even if the response is indicating the functionality is not offered 
· For each requirement  check the appropriate box: 
· Offered – the feature is currently available or can be integrated through customization.
· Not Offered – the feature is neither currently available nor can it be integrated through customization.
· Where indicated, responses to certain requirements shall include a comprehensive narrative to explain the solution proposed by the Bidder. If additional space is needed Bidder shall clearly label their response with the requirement identifier.
· NYS reserves the right to allow the Bidder to correct obvious errors of omission.






Integration Vision


Depending upon role or assignment, Members of the New York State Police may be required to interact with 15 or more systems and/or applications while fulfilling their responsibilities.  Many of these applications are contained on separate networks and each requires their own user authentication process.  These applications facilitate incident reporting, arrests, investigations, vehicle and traffic enforcement, as well as personnel management.  The New York State Police envisions the proposed solution becoming a hub from which users seamlessly interact with these systems and/or applications thus increasing efficiency and reducing redundant data entry. These interactions may be transactional or require a file creation and a specified transmittal.   
 
The following requirements detail the systems and applications, as well as the level of interaction expected from the Records Management System. 


The system should also allow for integration with current and future products through web services and other modern technologies with little effort from the contractor or NYSP.  


	Requirement:  Computer Aided Dispatch

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I1
	M
	Many law enforcement agencies throughout New York State utilize Computer Aided Dispatch (CAD) for routing and assigning patrols.  Information shall be transferred from a CAD to the RMS when units are initially dispatched, an incident number is assigned, and/or the call is closed in CAD. 

The New York State Police currently utilizes CAD in two of its Troops (Valor and HTE) and there are a variety of other CAD systems being operated by other agencies throughout the state.  The proposed solution shall have the ability interface with the various CADs utilized by law enforcement agencies in New York.

Type of Interface: Real-time
Frequency: On demand
Trigger: CAD transaction pushed to RMS in Troop G is a 1 time only push. CAD for Troop K allows for multiple pushes if necessary (based on need for retransmission)
Volume: approx. 90,000 a year for the State Police 
Error Handling: Error handling process is labor intensive, resulting in a loss of data   
Current Implementation:  XML 
Data Exchange Format/Content: have XML document to provide if needed
Opportunity to Change: Depends on proposal




	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with multiple CADs including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered    

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.









	Requirement:  Livescan

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I2
	M
	The New York State Police (NYSP) currently has 150 Livescan fingerprint processing systems installed throughout New York State.  The systems electronically process fingerprints and mug shots for the NYSP and other law enforcement agencies. Arrest data is first entered into the existing records management system and then transferred to Livescan. Once fingerprints and mug shots are completed in Livescan, the transactions are sent to NYS Division of Criminal Justice Services (DCJS) for processing. Once DCJS processes the fingerprints, a response is sent back to the Livescan system which then updates the existing RMS system. 

It is expected the proposed solution will be offered to other law enforcement agencies throughout New York State and therefore the proposed solution shall have the ability to interface bi-directionally with multiple electronic fingerprint processing systems, and shall transmit and receive all data currently required.

Current NYSP Interface
Currently XML data is transferred via FTP between file servers over multiple hops located in different DMZ tiers.

Type of Interface: Real time.
Frequency: On demand.
Trigger:
RMS to Livescan (triggered on demand):
Currently the user transmits data from RMS to Livescan by clicking a button. This generates an XML file which is transported via FTP between file servers over multiple hops located in different DMZ tiers.  Livescan looks for this XML file in a specified directory via scheduled job. 

Livescan to RMS (triggered by scheduled job):
Livescan sends an XML file via FTP to a file server where it waits to be pulled by the RMS on a scheduled cron job.  Records that are imported without error are removed from the file system by the application.

Volume: Varies.  There are approximately 40,000 fingerprint transactions per year. 

Error Handling: 
RMS to Livescan:
There is no error checking by the RMS for outgoing XML transmissions to Livescan

Livescan to RMS:
Records that contain errors are logged in an RMS database table. These records remain in the OS file system on the RMS database server. 

Current Implementation: XML (NIEM Compliant). This format cannot change

Data Exchange Format/Content:  Reference SJS Interface documentation within Appendix L



Opportunity to Change: Yes
· Elimination of FTP hops would be beneficial, and ideally RMS and Livescan servers would transfer records directly, in real time, without dependence on intermediate data transport systems or scheduled/cron jobs. 
· Error handling to check incoming and outgoing records.  Records that cannot be processed should be held on the file system to allow for inspection by technical staff. 
· Error reporting to log the cause of errors on the above transactions.
· Allow technical staff a method of “re-importing” corrected transactions into RMS that were formerly in error status.


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with Livescan including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary. Indicate if the solution is offered or not offered    

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.




	Requirement:  Traffic and Criminal Software (TraCS)

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I3
	M
	TraCS is currently used by 252 State Police installations, 1400 State Police patrol cars and 453 local law enforcement agencies throughout New York State to write traffic tickets, complete accident reports, document calls for service and complete a variety of other forms.  TraCS is utilized off-line using a thick client in the car and live at station.  Currently all forms completed in the car must be uploaded to the TraCS server as part of an “end shift” process. Depending upon the agency, the transfer of files from the car to the TraCS server may occur via a USB drive, radio IP, cellular modem or local Wi-Fi.
Upon documenting a motor vehicle accident within TraCS, users of the Spectrum Justice System (SJS) RMS may pre-populate an incident report with a subset of data from the accident report. Following a validation process and transfer to the TraCS server, incident reports are imported into SJS which acknowledges receipt of the incident preventing further modifications within TraCS.  Agencies utilizing other RMS systems,  bypass the incident reporting process and import accident reports directly into the RMS. Ticket and accident information is stored in TraCS and transmitted to appropriate external destinations (i.e. NYS DMV and courts) utilizing the Statewide Police Integrated Data Exchange Router (SPIDER).  In 2013, approximately 2 million tickets and 280,000 crash reports were entered in TraCS by all participating agencies.
The proposed solution shall provide the ability to directly exchange data with TraCS. NYS currently uses an XML file transfer but establishing the capability for a direct web service would be desirable. 
Type of Interface: Real-time
Frequency: On demand
Trigger: Manual (end-shift process)
Volume: Approximately 200,000 NYSP Incidents Annually
Error Handling: Our incident number and or error messages come back from SJS to TraCS automatically (NYSP Only). The retransmission from the user is manual.  User re-transmits reports from TraCS as needed.
Current Implementation: XML
Data Exchange Format/Content: xml
Opportunity to Change: Depends on proposal

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with TraCS including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered    

	Offered
[bookmark: Check1]|_|

	Not Offered
[bookmark: Check2]|_|


	Click here to enter text.


	Requirement:  TraCS Inquiry from the RMS

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I4
	D
	TraCS is currently used by 252 State Police stations, 1400 State Police patrol cars and 453 local law enforcement agencies throughout New York State to write traffic tickets, complete accident reports, and complete a variety of other forms.  TraCS is utilized off-line using a thick client in the car and live at station.  Currently all forms completed in the car must be uploaded to the TraCS server as part of an “end shift” process. Depending upon the agency, the transfer of files from the car to the TraCS server may occur via a USB drive, radio IP, cellular modem or local Wi-Fi.
Because incident, ticket, and accident data is stored in TraCS and the existing RMS, participating New York State law enforcement agencies must run multiple searches in separate databases to determine all previous agency contacts with a subject. This is inefficient and time consuming often impeding the investigative process.

The proposed solution should provide the ability to search TraCS data from within the RMS system.   

Type of Interface: Interface does not currently exist. 
Frequency: would be on demand
Trigger: NA
Volume: NA
Error Handling: NA
Current Implementation: NA
Data Exchange Format/Content: NA
Opportunity to Change: Depends on proposal.


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with TraCS for Inquiries from the RMS including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered    
	Offered
|_|

	Not Offered
|_|


	Click here to enter text.



	Requirement:  Administrative Messaging System (AMS)

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I6
	D
	The New York State Police currently uses the Administrative Messaging System (AMS) to disseminate information internally regarding serious or unusual incidents and/or incidents concerning Division equipment, vehicles, and personnel. While some information used to complete the AMS may already be entered in a TraCS accident report, there is still manual data entry required for some information. Certain information in an AMS is rekeyed into the current RMS, a separate administrative reporting process, or both.  

The AMS currently resides in TraCS. When an AMS is required, a user completes the AMS form in TraCS. Once the AMS is reviewed and approved by a supervisor, the AMS is available for viewing on the New York State Police Intranet site. If an AMS needs to be updated, a user may do so by updating the form in TraCS and resubmitting for review. The AMS messages are stored in the TraCS database and are available for viewing for 30 days. After 30 days, the user must utilize the search feature on the intranet page in order to view previously posted messages. These messages can be searched by date range, TZS or key words.  The New York State Police needs to maintain the current AMS capabilities while eliminating the duplicative data entry. The proposed solution should provide for the ability to create AMS messages.



Type of Interface: Real-time 
Frequency: On-demand
Trigger: N/A
Volume: Approximately 4000 messages annually
Error Handling: Manual
Current Implementation: N/A   
Data Exchange Format/Content: N/A
Opportunity to Change: Yes


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with the Administrative Messaging System (AMS) including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.




	Requirement:  Laboratory Information Management System (LIMS)

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I5
	M
	The New York State Police Laboratory System includes a central Forensic Investigation Center and three regional laboratories.  The laboratory system utilizes Porter Lee as its Laboratory Information Management System (LIMS) and supports law enforcement agencies throughout New York State.

When evidence is transferred into the laboratory system, data is hand keyed from paper forms provided by submitting agencies into the LIMS.  Within the laboratory system, a 1-D barcode is used to track evidence through the different stages of processing.  This 1-D barcode is only used for tracking within the laboratory system.  During processing, the laboratory often generates sub-items from items submitted by the field, e.g. cuttings from a bloody pair of pants.  When evidence is transferred out of the laboratory system, the chain of custody continues either on paper forms or manual entry into a records management system (RMS) depending on the procedures of the submitting agency.  Sub-items created by the lab must also be added by hand to paper forms or manually entered into an RMS.  This system of tracking is less than ideal as it may lead to human error or illegible entries.   

The proposed solution shall provide a real time two-way interface with the LIMS system to allow for the transfer of electronic information between the RMS and the LIMS for the intake and return of physical evidence.  The return of physical evidence shall include laboratory created sub-items and a way to distinguish that the laboratory created it.

At a minimum the following fields shall be included in the interface of the proposed solution and LIMS:
· 2-D barcode
· Submitting Agency (ORI, TZS\Station Name, Other Police Agency Name)
· Case Number
· Item Number
· Item Description

Additional fields shall be transmitted from the proposed solution to LIMS including but not limited to:
· Offense
· Offense Date
· Last Name
· First Name
· Person Type
· Item Type
· County
· Case Type
· Case Officer

Type of Interface: Does not exist today. Would need to be real time
Frequency: On Demand
Error Handling:  Manual due to paper process.
Current Implementation: Paper based
Data Exchange Format/Content: Manual at this time
Opportunity to Change: Yes

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with Laboratory Information Management System (LIMS) including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered  
	Offered
|_|

	Not Offered
|_|


	Click here to enter text.










	Requirement:  New York Prosecutors Training Institute (NYPTI) 

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I7
	M
	The New York State Police and other participating law enforcement agencies throughout New York State currently interface with the New York Prosecutors Training Institute Prosecutors Case Management System (PCMS) from the Spectrum Justice System RMS. This interface is used to send information associated with an arrest from the corresponding law enforcement agency to District Attorney offices in 43 counties across the state.  This interface enables District Attorneys to electronically receive preliminary and final incident and arrest reports from participating agencies.  It also auto-populates the prosecutors case management system.  Participating agencies then have an electronic record of the reports being sent. 

The proposed solution shall provide the ability to transmit case data to PCMS to include attachments.  The proposed solution shall also provide the ability to accept return transmissions regarding case dispositions from participating district attorney’s offices through the NYPTI Interface. 

The interface to PCMS shall utilize the NYPTI web service and be constructed using NIEM Compliant XML data with the ability to attach encrypted PDFs. This specification for this XML and web service will be provided by NYTPI as a product of their systems modernization program.

Type of Interface: Real time
Frequency: On demand  (ability to send a preliminary or final set of records, multiple times)
Trigger: clicking on a send button within the arrest module within the current RMS 
Volume: number of messages per period  - varies
Error Handling: Limited
Current Implementation: XML and encrypted PDFs
Data Exchange Format/Content: XML and encrypted PDFs
Opportunity to Change: Yes – Web services 

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with the NY Prosecutor’s Training Institute including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.




	Requirement:  Mug Shot Viewing

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	 I8
	M
	The New York State Police and local law enforcement currently obtain a mug shot photograph during the arrest process. These mug shot photos are stored with fingerprint records on the Livescan database within each law enforcement agency.   Fingerprints and mug shots are transmitted to New York State Division of Criminal Justice Services. Fingerprints are stored in the NYS SABIS (State Automated Biometric Identification system) and then forwarded on to the FBI. Mug shots are stored in the New York State (Criminal Justice Photo Repository). Once the mug shots are uploaded to the photo repository, they are available for viewing by NYS Law Enforcement with proper user name and password credentials.  

The proposed solution shall provide an interface to the Criminal Justice Photo Repository via web services that allows for the viewing of mug shots associated with a specific Master Name Index record.

Type of Interface: Interface does not currently exist.
Frequency: NA
Trigger: NA
Volume: NA
Error Handling: NA
Current Implementation: Separate System
Data Exchange Format/Content: NA
Opportunity to Change: Yes – provided via Web services


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with mughot systems for Mug Shot Viewing including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.





	Requirement:  eJusticeNY Integrated Justice Portal (IJ Portal) Inquiry	

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I9
	M
	The eJusticeNY Integrated Justice Portal provides authorized users with secure access to public safety and criminal justice information from federal, state, and local sources.  The proposed solution shall have the ability to query information stored in these sources from a master index entry (people, vehicles, and property) via an interface, compliant with CJIS Security Policies, to the eJusticeNY Integrated Justice Portal statewide message switch.  The interface shall utilize an extension of the National Information Exchange Model (NIEM) known as the New York State Canonical Model and be capable of processing multiple asynchronous XML structured responses from a single query via Web services.  The New York State Canonical Model incorporates additional data elements required to meet the business needs of New York State.

Note, not all participating Integrated Justice Portal agencies return pure tagged XML elements.  In these cases a text response is contained in the cdata XML element.  The proposed solution may have to manipulate this data based on associated requirements.

Inquiries to eJusticeNY from the corresponding Master Index records within the RMS shall include:   

· DMV Only Inquiry - DMV Registration, Driver’s License Inquiries, and Highway Truck Mileage Use Tax inquiry requests
· Property Inquiry - Property Hot File inquiry requests for article, boat, guns, license plates, parts, vehicle and security records
· Person Inquiry – Wanted / Missing and Orders of Protection person inquiry requests

The proposed solution shall have the ability to receive business service response(s), including error messages, and take appropriate action for each type of response as described in the NYSP Web Service Usage Specification For Metros 2011 at:  http://troopers.ny.gov/IEPD/WS_Usage_Specification_Metros2011.pdf. 
Information Exchange Package Documentation (IEPD) and associated development documentation is currently available at: http://troopers.ny.gov/IEPD/. The specified IEPDs in this requirement are not subject to change.  Vendor must comply with these standards.

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with IJ Portal for Inquiries including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.


	Requirement:  eJusticeNY Integrated Justice Portal (IJ Portal) Responses	

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I10
	D
	The eJusticeNY Integrated Justice Portal provides authorized users with quick, secure and easy access to all available public safety and criminal justice information from federal, state and local sources. Response data may be used in entries within the RMS

The proposed solution should support:

· Parsing responses and importing data to reuse in the RMS
· Correlate responses
· Handle errors when found during the parsing of the response.

· Attaching a response to an entry in the RMS
· Correlate responses
· Handle errors

The following links provide the NIEM formats:
NYSP Web Service Usage Specification For Metros 2011 at:  http://troopers.ny.gov/IEPD/WS_Usage_Specification_Metros2011.pdf

Information Exchange Package Documentation (IEPD) and associated development documentation is currently available at: http://troopers.ny.gov/IEPD/
The specified IEPDs in this requirement are not subject to change.  Vendor must comply with these standards.

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with IJ Portal for Inquiries including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.


	Requirement:  GIS\Geo-coder

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	 I11
	M
	New York State Law Enforcement utilizes both geo-coding and address correction. 
Geo-coding is the process of identifying coordinate reference information for the entered address. Address standardization and correction transforms a non-standard address into a consistent, standardized format.  

The proposed solution should utilize the Geo-coding web services provided by the New York State GIS Program Office.  Refer to Appendix F - NYS GIS Program Office Geocoding Services. Or, if there is a built-in geo-coding capability, the vendor must agree to use NYS GIS Street Address Mapping Data as the primary source for all geocoding.  Further, if this NYS data must be stored locally to the RMS, there must be a built in capability to refresh this data as frequently as NYS deems necessary.
 
The proposed solution shall support real time geo-coding and address standardization 


Type of Interface: Real time
Frequency: On demand
Trigger: Input or Modification of Address Information.  
Volume:  Intelligence Case Management System S address geocodes 50-100 per day
Error Handling:  ITS GIS Unit, Intelligence Case Management System, Application Support
Current Implementation: None.
Data Exchange Format/Content:  See Appendix F titled NYS GIS Program Office Geocoding Services_DRAFT.docx
Opportunity to Change:  Yes


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with GIS \ Geo-coder including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.






	Requirement:  Coded Law File Update – State Laws 

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I12
	M
	The Coded Law File containing the laws of New York State is currently distributed to law enforcement agencies throughout the state by DCJS via SQL scripts as well as CSV, XML, and flat text files.  Information regarding the most recent Coded Law File can be found at: 
     http://www.criminaljustice.ny.gov/crimnet/clf/rel-db/rel-db.htm

The New York State Police and other SJS users currently perform a bulk upload of state laws to the SJS records management system upon notification of updates to the Coded Law File.  

The proposed solution shall provide the ability to perform bulk and single entry batch updates as changes occur to New York State laws.  New York State laws shall be maintained centrally and utilized by all tenants of the records management system.  

Type of Interface: Background
Frequency: On Demand
Error Handling: Limited
Current Implementation:  SQL Updates 
Data Exchange Format/Content: flat file 
Opportunity to Change: Yes

	Provide a comprehensive description of how the proposed solution satisfies the requirement for the Coded Law File updates for State Laws including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.



	Requirement:  LATS / Case Management

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I13
	M
	The current New York State Police RMS database does not have a supervisor to subordinate relationship. The business users need a structure or mechanism that enables a supervisor to have case oversight and reporting capabilities on his/her subordinates whether it is a permanent or temporary assignment.  As a result, objects and processes were developed in-house to accommodate this need. The interface is extremely stable and issues are rarely encountered.  

The New York State Police currently performs a bulk upload every Sunday and Wednesday of member personnel information to the SJS records management system via a background SQL script to support the organizational hierarchy and reporting relationship.  The maximum refresh number would be approximately 5,500 records, however that number could vary. 

Current Implementation: For State Police personnel, the NYSP Lats_Org_Structure table is truncated and then refreshed with the supervisor/subordinate data that exists in a separate Oracle database (i.e., LATS – Time & Attendance).  This is done in a SQL script using a database link. The NYSP_Org_Structure table contains data for Non-State Police personnel and is maintained manually; records from this table are inserted into the NYSP_Lats_Org_Structure table during the same SQL script run.  A view and reports were written that use the NYSP_Lats_Org_Structure and RMS data to provide the supervisors with case management reports for their subordinates.

Data Exchange Format/Content: Oracle table fields are: Supervisor_U_Name varchar2(15), Subordinate_U_Name varchar2(15), Subordinate_SSN varchar2(9)
Opportunity to Change: Yes

The proposed solution shall provide the ability to perform bulk and single entry personnel updates to the new RMS as changes occur within the New York State Police. The proposed solution shall have the ability to accept personnel transactions from an external system. 



	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with LATS / Case Management including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.
	

Requirement:  PDS / TZS - SJS interface

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	 I14
	M
	The current State Police RMS database is not the authoritative source for personnel information such as an employee’s TZS (i.e., troop/zone/station – like a department/unit see Appendix D Glossary).  Changes made to this type of data are initiated in a different database (i.e., currently our mainframe PDS system).  As a result, a transaction file containing the employee TZS transfers is sent to Oracle and then processed within the RMS. In this way, the RMS business user does not need to make these changes using the RMS application; they are done behind the scene.  This interface is extremely stable and issues are rarely encountered.  

The New York State Police currently performs a bulk upload every Thursday of information pertaining to employees TZS as a result of recent transfers and promotions via a background SQL script. The maximum refresh number would be less than 300 transactions, however that number could vary.

Current Implementation: The file of transfers is pushed to the sjspds subdirectory in the FTP area of our Oracle database server. A Unix cron job: 1) runs a SQL loader script which uploads the transaction file data into an Oracle table (Pdstransfer - described in data exchange below) and, 2) executes an Oracle package (sjs.pkg_pds.transfer) which processes the data in the Pdstransfer table. If an insert/update cannot be made, a list of IS personnel (maintained in a separate Oracle table) are emailed with the exceptions.

Data Exchange Format/Content: Oracle table fields are:  Rank varchar2(20),  SSN varchar2(9),
Shield varchar2(4), Lname varchar2(18), Fname varchar2(12), Mname varchar2(12), Fromtzs varchar2(4), Totzs varchar2(4)
Opportunity to Change: Yes
The proposed solution shall provide the ability to perform bulk and single entry TZS updates to the new RMS as changes occur within the New York State Police. The proposed solution shall have the ability to accept personnel transactions from an external system. 


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with PDS / TZS – SJS including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.



	
Requirement:  NSI Shared Data Repository

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I15
	D
	NSI Shared Data Repository was developed by the Federal Bureau of Investigation (FBI) to help meet the challenges of collecting and sharing terrorism-related activities amongst law enforcement agencies across various jurisdictions. The NSI Shared Data Repository is a sensitive, but unclassified (SBU), information sharing platform hosted through Law Enforcement Online (LEO).  The NSI Shared Data Repository allows law enforcement agencies to combine new suspicious activity reports (SARs) along with existing (legacy) SAR reporting systems to form a single information repository accessible to thousands of law enforcement personnel. The information captured in NSI Shared Data Repository is also migrated to the FBI’s internal Guardian system, where it is assigned to the appropriate Joint Terrorism Task Force (JTTF) for any further investigative action.

In an effort to make the SAR submission process as easy as possible, NSI Shared Data Repository will accept documents published in the current SAR standard format (currently SAR 1.5). Refer to Appendix K - regarding Information Sharing Environment Functional Standard Suspicious Activity Reporting Version 1.5. The SAR 1.5 Information Exchange Package Documentation (IEPD) is written on top of the Logical Entity Exchange Specifications (LEXS) 3.1.1 standard, which is in turn based upon National Information Exchange Model (NIEM) 2.0 (Refer to Appendix T)

The proposed solution should provide an interface for RMS data to populate a SAR submission in NIEM Compliant XML format.

Type of Interface: Real-Time Outgoing Only Interface
Frequency: On Demand
Trigger: When a Counter Terrorism (CT) type lead (SAR) is generated the user has checkboxes available to send the tip to eGuradian and/or NSI Shared Data Repository.  All tips are sent to eGuardian to be shared with the Joint Terrorism Task Force.  If a tip meets federal criteria for SARs it will be shared in the NSI Data Repository with no personal information about the caller or the submitting agency attached.  
Volume: Every CT Lead type tip is sent to NSI Shared Data Repository.  The number of CT Lead tips varies based on world events but averages about 20 to 25 per month
Error Handling: The user reports all errors to the Information Technology Staff (ITS) via email.  Once an error occurs, the ITS staff member contacts the technical contact for the FBI.  If the problem is not on the FBI side, an email is sent to Intelligence Case Management System Support.
Current Implementation: Extensible Markup Language (XML) via web services
Data Exchange Format/Content: Web service that uses NIEM Compliant XML
Opportunity to Change: No.  

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with NSI Shared Data Repository including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 
	Offered
|_|

	Not Offered
|_|


	Click here to enter text.




	Requirement:  PIO Newsroom Website 


	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I16
	M
	As a community service, the New York State Police posts information on calls for service based on restricted criteria as specified by the agency to the NYSP newsroom website (www.nyspnews.com). Restricted criteria are based on incident status, charge and category.  On a daily basis, media reports are created from each State Police Zone\Troop.  The reports are visible for one week.

Type of Interface: Background
Frequency: Daily every morning for the previous 24 hr period activity 
Trigger:  
1. Daily Process: Oracle stored procedure loads a table with incidents to be displayed on the current report.  
2. A Crystal Report is executed for each zone.  The PDF output is stored on a location available to the NYSP intranet.  The Crystal Report SQL retrieves arrest (SJS) and accident (TraCS) information.
3. A script is executed to send the intranet reports to the NYSP Media public web site.  The report on the public news site is rendered with a ‘Flash’ object used for page navigation (back/forward arrows)
Volume: Daily a report is created for each zone within each troop for a total of 34 PDF reports
Error Handling:  
· Oracle Stored Procedure:  An error message is sent to the Database Administration Group.
· Crystal Report:  The report scheduling tool (Reportal) sends an error message to the NYSP Help Desk and the Reportal Administrator(s).
Current Implementation: 
· Oracle 
· TraCS Schema (Oracle)
· Crystal Reports (scheduled using Reportal)
· Visual Basic Script (sends reports to public internet site)
Data Exchange Format{data elements, format of data (e.g., alpha, numeric), data size}
Content: 
         For all Incidents:
· Incident Number
· Incident Category
· Incident Type
· Date/Time Reported
· Station
· Location
· Incident Status
        Arrestee Information(s):
· Name (unless the defendant is less than sixteen years old at the time the incident was reported)
· Age
· Gender
· Date of Arrest
· Address (City and State only)
· Date/Time of arrest
· Arrest Status
· Arrest Location
· Arrest Address (street address)
        Arrest Charge Information (for each charge)
· Title
· Section
· Subsection
· Class
· NYS Law Category
· Law Description
· Number of Counts
         Property Damage accidents from TraCS
                  For each driver:
· Name
· Address (city and state only)
· Age 
· Gender
                  For each accident:
· Number of vehicles
· Number killed
· Number injured
· Accident Address
· Accident Intersection
· Accident Location
Opportunity to Change: Depends on proposal

It is anticipated that the new RMS will have different incident categories and statuses. The new RMS shall provide the ability to designate a case as “no media” preventing its release to media outlets via the NYSP Newsroom without utilizing the incident status. This ability shall be configurable by an agency administrator. 

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with the PIO Newsroom Website including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.



	Requirement:  Operation Safeguard (Op Safe)

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I17
	D
	New York State law enforcement reaches out to a wide spectrum of businesses and industries throughout the state with Operation Safeguard. This program seeks to establish a ready contact that may be helpful in reporting information or circumstances that appear unusual or suspicious to you, your employees, or members of your professional association and thus could be of possible assistance to law enforcement. 

Operation Safeguard is a program whereby law enforcement receives tasking from federal, state or local agencies to visit types of businesses to see if any unusual or suspicious incident occurred.  The visits for these tasking are entered into the Integrated Justice Portal (IJP) and stored in the Intelligence Case Management System database at the New York State Intelligence Center.  

The Operation Safeguard application on the IJP allows law enforcement to enter, modify or delete businesses visited and visit information.  The visit information contains the date and time of the visit along with the person that was contacted.  Users are able to check which businesses have been visited and which still need a visit.  Also NYSIC users will be able to bulk load the visit information via an Excel spreadsheet. The proposed solution should interface with the Integrated Justice Portal and store visit information in the new RMS as well as allow for batch upload of data into the RMS via an excel spreadsheet.  


Type of Interface: Inbound Web Service
Frequency: Real time – all operations – query, add, update and delete
Trigger: User interaction on the Integrated Justice Portal
Volume: :  25 transactions per day but this could change based on the current tasking
Error Handling:  Customer Contact Center for the portal, Level 2 is Information Technology Staff (ITS) then Intelligence Case Management System
Current Implementation: SOAP and Java
Data Exchange Format/Content: Alpha numeric ( See Appendix U)
Opportunity to Change:   No 


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with Operation Safeguard (Op Safe) including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.




	

Requirement:  UCR / IBR Reporting

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I18
	M
	New York State law enforcement agencies submit monthly crime reports to the NYS Division of Criminal Justice Services (DCJS) using one of two reporting systems, Uniform Crime Reporting (UCR) or Incident Based Reporting (IBR); the majority of agencies in New York State use Uniform Crime Reporting.  DCJS serves as the central repository of crime and arrest information for New York State and reviews crime statistic reports before they are submitted to the FBI.  New York State collects UCR / IBR data beyond the Federal NIBRS requirements.  
Therefore, the proposed solution shall support the collection of New York State specific UCR and IBR standards: http://www.criminaljustice.ny.gov/crimnet/ojsa/crimereporting/index.htm
 (see reference material sections for detailed information)
Currently the NYSP submits UCR statistics using the following process:
Type of Interface: background
Frequency: other - twice a month
Trigger: time of day on day of month (15th=NonValid, 1st=UCR); 
Volume:  one Exception report mid-month, one UCR report (62 counties+All) end of the month; both reports summarize all UCR-reportable incidents reported the previous month
Error Handling: data is pre-validated; invalid data is excluded from the report.  Any other error handling is after the fact (if the scheduled job errors out)
Current Implementation: Oracle stored procedure extracts data from transaction to reporting tables;  user manually initiates reporting via Java application; application runs SQL queries against reporting tables and produces a pre-formatted Microsoft Excel file for each of 62 counties plus "All" (in DCJS UCR reporting template format); application then compresses all 63 files into a single ZIP file.
Data Exchange Format/Content: Excel spreadsheets (63 sheets with 5 tabs each) compressed into a single ZIP file (mostly numbers); mid-month run is a list of UCR-reportable incidents that are in an "invalid" state, and a summary of the Homicides, Arsons and Hate Crimes reported in the previous month (combination of an Excel file and text output from a SQL query).  These excel spreadsheets are reviewed by the Agency’s Planning and Research department before being electronically forwarded to DCJS.
Opportunity to Change: Depends on proposal


For agencies who use IBR reporting, the current process requires a contributing agency to create a file of incidents in a specified format and, using an IJ portal based application, upload that file for access by DCJS staff. See link above for format standard. 



	Provide a comprehensive description of how the proposed solution shall satisfy the requirement for interfacing with UCR / IBR Reporting including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 
	Offered
|_|

	Not Offered
|_|


	Click here to enter text.



	
Requirement:  Interstate Compact Offender Transfer Notification Service  (ICOTS)

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I19
	D
	The Interstate Commission for Adult Offender Supervision (ICAOS) is an organization of Compact commissioners appointed by the 53 member states to make rules that carry out the policies under which offenders are transferred between and among states.  The purpose of the interstate compact agreement is to promote public safety, protect victims and their rights, control and track offender movements, and rehabilitate the offender.  

A Compact offender is one who is under supervision as the result of the commission of a criminal offense and released to the community under the jurisdiction of courts, paroling authorities, corrections, or other criminal justice agencies.  A state must accept an offender for transfer before he or she becomes an Interstate Compact offender.  The web-based Interstate Compact Offender Tracking System (ICOTS) facilitates the transfer and documentation of Compact offenders.

The New York State Police has a VPN set up to receive ICOTS imports in to the Intelligence Case Management System at the NYSIC.  The files arrive on a nightly basis and are processed every morning.  This interface will receive the data and automatically create a task for each suspect that is transferred into New York State meeting the NYSIC criteria for a violent offender.  
The NYSIC is notified of all transfers that meet the criteria into New York State except for those probationers and parolees that transfer into the 5 boroughs of New York City.
The Offender Transfer IEPD is NIEM conformant and use LEXS as a building block for the exchange. (See Appendix T LEXS DOJ.pdf).  The proposed solution should provide the ability to import the ICOTS file which is based on the LEXS NIEM Compliant XML Standard  into the RMS System

Type of Interface: Background incoming only interface
Frequency: Daily
Trigger: Currently set to run at 3AM every morning
Volume: Approximately 5 to 10 per week
Error Handling:  If a file cannot be imported it will be put in an exception folder (error folder) to be reviewed. The administrator reviewing will be able to look at the Intelligence Case Management System trace logs to assist in determining why the file was not imported.    If the problem is not fixed the administrator contacts the APPA designated contact or Intelligence Case Management System Support.
Current Implementation: NIEM Compliant XML
Data Exchange Format/Content: Alpha numeric
Opportunity to Change: No

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with the Interstate Compact Offender Transfer Notification Service (ICOTS) including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 
	Offered
|_|

	Not Offered
|_|


	Click here to enter text.





	
Requirement:  NY-DEx

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I20
	M
	The NY-DEx system is designed to assist law enforcement with data-sharing across jurisdictional bounds in the investigative analysis process.  NY-DEx contains specifics for database, data quality, NIEM conformant XML data sharing, and basic business intelligence query and analysis through the eJusticeNY Integrated Justice Portal.  NY-DEx then shares data with the National Data Exchange (N-DEx).

All current transmittals are provided utilizing a web service maintained by ITS.  It is expected that this will continue as the form of transmittal. Transmitted data must be limited to only those agencies that have consented to share their data with the Exchange.

www.criminaljustice.ny.gov/ojis/niem_nydex.htm

The proposed solution shall allow for periodic transmittals of new or changed incidents based on agency defined data sharing rules. This periodic transmittal interval shall be configurable.  This interface transmits an entire incident based on whether it had some change occur since the previous transmittal. 

Type of Interface: Background
Frequency: Scheduled with the ability to configure frequency of transmittal.
Trigger: time of day scheduled 	
Volume:  NYSP will typically transmit 5,000/day all other agencies an additional 10,000
Error Handling: Process is restartable allowing for failures in connectivity and transmittal to be recovered from and resumed.  It also produces detailed error messages that are provided to a contributing agency to assist them in data correction
Current Implementation: NIEM compliant XML
Data Exchange Format/Content: see link above 
Opportunity to Change: No


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with NY - DEx including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.






	Requirement:  Criminal Intelligence & Analysis System (CIAS)

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I21
	M
	The New York State Intelligence Center (NYSIC) utilizes the Criminal Intelligence & Analysis System (CIAS) to provide access to multiple, disparate databases in a single search.  The current New York State Police records management system, Spectrum Justice System (SJS), is one of the data sources included in the CIAS federated search.  

A copy of the SJS database is created for use by CIAS on a nightly basis.

The proposed solution shall allow for an agency configurable access method that provides access to 100% of NYSP data with no impact on the transactional performance of the production system.

Current Interface
Type of Interface: Real-time
Frequency: On a nightly basis, a copy of the current New York State Police records management system database is created for CIAS to use in searches. 
Trigger: Incoming transaction of a query of CIAS for a person, address, incident or vehicle. CIAS will return every field in a record.
Volume: over 100 messages daily
Error Handling: An email is sent to CIAS Support.  If the problem is not fixed by the Business user, they contact ITS or the Intelligence Case Management System directly.
Current Implementation: Java to Oracle Database 
Data Exchange Format/Content: Direct database connection (alphanumeric)
Opportunity to Change: Yes, prefer  an API or Webservice


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with the Criminal Intelligence & Analysis System (CIAS) including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.


	Requirement:  Criminal Intelligence & Analysis System (CIAS) Inquires

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I22
	D
	The New York State Intelligence Center (NYSIC) utilizes the Criminal Intelligence & Analysis System (CIAS) to provide access to multiple, disparate databases in a single Federated search application providing real-time search access to some NYSP databases including the Spectrum Justice System (SJS) and TraCS. 

The proposed solution should provide the ability to search CIAS data from within the RMS system.   

Current Interface
Type of Interface: Does  not exist today
Frequency: Real time on demand
Trigger:
Volume: 
Error Handling: 
Current Implementation: 
Data Exchange Format/Content: 
Opportunity to Change: Depends on proposal; Web services preferred.


	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with the Criminal Intelligence & Analysis System (CIAS) including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.




	Requirement:  Crime Analysis Center (CAC) DIG 

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I23
	M
	The New York State Department of Criminal Justice Services has established Crime Analysis Centers (CAC) in four counties outside of New York City.  The purpose of the CAC’s is to enhance traditional crime-fighting strategies through the accurate use of timely crime data and technology.  Each CAC is staffed by a variety of civilian analysts from key partner agencies, including district attorney’s offices, probation departments, local and county law enforcement and the New York State Police.
The analysts use software programs that allow them to link crimes, suspects, telephone numbers and other data from the various agencies within the county. The centers also employ mapping software that provides a regional picture of where crime is being committed. These tools, combined with data drawn from numerous databases and records management systems from law enforcement agencies in each county, allow center staff to provide local law enforcement agencies with a wealth of information to solve – and prevent – crime.
Currently the New York State Police creates a copy of the SJS database on a nightly basis. An ODBC connection is established using an Oracle client.  NYSP data is indexed twice a week and is available on the Oracle server, while CAC data is refreshed on a nightly basis.  When the CAC runs a search, the indexed data is accessed then calls Oracle to the show results. Agencies using records management systems other than SJS use a flat file that is pulled into SQL to be indexed.
The proposed solution shall allow for full access to data for participating CAC agencies based on agency defined data sharing rules that has no impact on the transactional performance of the production system.

Current Interface
Type of Interface: Both
Frequency: On a nightly basis, a copy of the current New York State Police records management system database is created for the CAC’s to use in searches. The data is re-indexed twice a week
Trigger: Re-indexing is scheduled and happens on Sunday and Wednesday – takes all day to complete
Volume: 650 searches per week
Error Handling: A trouble ticket to the ITS support person who contacts the Bidder when necessary
Current Implementation: Client / server application - integration through a web service
Data Exchange Format/Content: An ODBC client is used – no data exchange is done
Opportunity to Change: Yes, prefer  an API or webservice

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with Crime Analysis Center (CAC) DIG including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.




	Requirement:  External Notifications 

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I24
	D
	The New York State Police currently provides Members with officer safety bulletins and investigative notifications on its intranet home page.  It is the desire of the NYSP to have these notifications interfaced with the proposed solution.  
	
The proposed solution should provide the following level of functionality regarding external notifications:
· Importing notifications from external systems.
· Providing a summary of each notification with a link to the full notification.
· Removing notifications prior to expiration of said notification based on user action.
· Displaying a user-specified number of notifications, including the total number of notifications (with a link to a complete listing of notifications) if there are more notifications than specified by the user.
· Delivering notifications to the user based upon the geographical location of the user.
· Sorting notifications by severity then by date of entry.
· Automatically removing expired notifications upon expiration .


Type of Interface: Interface does not currently exist
Frequency: 
Trigger: 
Volume: 
Error Handling: 
Current Implementation: 
Data Exchange Format/Content: 
Opportunity to Change: Yes, depends on proposal.

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with External Notifications including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.



	Requirement:  Lock-up / Jail Management

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I25
	D
	Jail management throughout New York State is primarily the responsibility of the corresponding County Sheriff’s Office, however local law enforcement agencies do have temporary Lock-Ups.  These facilities are overseen by the New York State Commission of Corrections (NYSCOC).  Many of these agencies currently have a jail management system in place.

The proposed solution should be capable of interfacing with a variety of jail management systems. 


 

	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with a Jail Management System including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.




	Requirement:  Domestic Incident Report Repository

	Req.
No.
	Req.
Status
	Requirement Description

	
	
	

	I26
	D
	Law enforcement agencies are required to file a paper Domestic Incident Report to document each call, regardless of whether an arrest was made, and provide copies of those reports to the state. New York State Division of Criminal Justice Services (DCJS) maintains a repository of DIRs which are scanned and stored within the DIR database.   The DIR repository allows searching by name, address and can generate a summary of all domestic violence activity at a specific location, including the number of reports filed and if there are ‘red flag’ indicators, e.g., threats that were made and or access to a weapon.

The proposed solution should provide the ability to electronically send DIR reports and DIR data to the DIR Repository.  This DIR interface does not currently exist but is planned for the future.


Current Interface
Type of Interface: Does  not exist today
Frequency: Real time on demand
Trigger:
Volume: 
Error Handling: 
Current Implementation: 
Data Exchange Format/Content: 
Opportunity to Change: Depends on proposal; Web services preferred. 




	Provide a comprehensive description of how the proposed solution satisfies the requirement for interfacing with the Domestic Incident Report Repository including technical specifications, capabilities, features, considerations, constraints, and limitations.  Reference additional pages, if necessary.  Indicate if the solution is offered or not offered 

	Offered
|_|

	Not Offered
|_|


	Click here to enter text.


RFP22798 	             	Page 1 of 39

