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[bookmark: _GoBack]Information Technology Provisions
This solution must comply with the New York State Information Technology policies and provisions provided herein.  Vendors must also complete the enclosed CAIQ located as Attachment 5A and describe the functionality of the proposed solution in response to each question.  

In addition to the provisions below, the Bidder’s proposed solution will be expected to comply with any and all applicable policies, standards or guidelines developed by the New York State Office of Information Technology Services which are in effect at the time of contract award, to be incorporated into the resulting contract upon mutual agreement of the parties. 

PROVISIONS:

1. Security
All State Data is owned exclusively by the State and shall remain the property of the State for the term of the Contract.  All State Data shall be considered Confidential Information subject to the terms of the Contract and shall not be released to any third party without explicit written permission from the New York State Office of General Services (OGS). Any request, subpoena or court order seeking State Data shall be immediately forwarded to OGS in order that they may respond to the inquiry. Contractor may access the associated System, including State Data, solely to respond to system or technical problems; or at OGS’s request; or for any work associated with hosting such Data in connection with the provision of the System to OGS and Authorized Users. Contractor shall comply fully with all security procedures of the State communicated to it in the performance of this Contract. Contractor shall have robust compartmentalization of job duties, perform background checks, require/enforce non-disclosure agreements, and limit staff knowledge of State Data to that which is absolutely needed to perform job duties.

a. OGS shall have the right - at any time - to require that Contractor remove from interaction with OGS any Contractor Representative who OGS believes is detrimental to its working relationship with Contractor. The State will provide Contractor with notice of its determination, and the reasons it requests the removal.  If OGS signifies that a potential security violation exists with respect to the request, Contractor shall immediately remove such individual. Contractor shall not assign the Representative to any aspect of the Contract or future work orders without OGS’s consent.
b. Contractor shall use industry standard security measures, including standard encryption protocols, to protect and guard the availability and security of all State Data, and adhere to all the State’s security policies. 
c. Contractor shall be strictly prohibited from using State Data in any manner other than defined herein. There may be instances whereby OGS will communicate security procedures necessitated by State information technology operations and Contractor shall use reasonable efforts to implement. In the event Contractor does not implement or communicates that it cannot or will not implement such security procedures, a written dispute will be issued as per the Contract Dispute Resolution process.
d. Contractor shall warrant that their Representatives are properly informed and trained regarding security standards and are prohibited from disclosing technical and business Confidential Information to any persons without a need to know. If applicable, Contractor shall warrant that State Data that is dormant, in transit and in backup will be encrypted. Contractor shall work cooperatively with the State so the application is accessed by the single sign-on service provided by New York State Directory Services.
e. Contractor may be asked to provide recent independent audit reports on security controls during the term of this Contract. The State and any regulatory authority having jurisdiction over OGS shall have the right to send its officers and employees into the offices and plants of Contractor for inspection of the facilities and operations used in the performance of any work under the Contract. On the basis of such inspection, specific measures may be required in cases where the Contractor is found to be noncompliant with Contract safeguards.
f. Contractor shall comply fully with all of the security requirements specific to the information technology services Contractor is providing to OGS under this Contract. If any software application vulnerabilities or any other security risks related to this Contract are realized, Contractor is responsible for ensuring those vulnerabilities and risks are remediated to the reasonable satisfaction of OGS.
g. Contractor shall provide security against hacker attack, viruses, Trojans, etc.
h. Contractor shall store and mask State authorized user P-Card information.
i. Contractor shall enforce real-time password verification against user password authentication protocol.
j. Contractor shall have the system be scalable to maintain performance during peak user access intervals.
k. Contractor shall provide a configurable password policy for access control (e.g., expiration threshold, minimum character length, naming convention requirements). 
l. Contractor shall authenticate user login credentials.
m. Contractor shall ensure information being displayed on the website or transmitted over the internet has not been altered in any way by unauthorized party.
n. Ability to create and implement formal, documented backup and redundancy measures to ensure continuity of service and preservation of State data

2. Information Security Breach And Notification Act
In accordance with the Information Security Breach and Notification Act (ISBNA) (General Business Law,
§889-aa; State Technology Law, §208), Contractor shall be responsible for complying with the provisions
of the ISBNA and the following terms contained herein with respect to any private information (as defined in ISBNA) received by Contractor under this Contract (Private Information) that is within the control of the Contractor either on OGS’s information security systems or the Contractor’s information security systems.  In the event of a breach of the security of the System (as defined by ISBNA) Contractor shall immediately commence an investigation, in cooperation with OGS, to determine the scope of the breach and restore the security of the System to prevent any further breaches. Contractor shall also notify OGS of any breach of the security of the System immediately following discovery of such breach. Except as otherwise instructed by OGS, Contractor shall, to the fullest extent possible, first consult with and receive authorization from OGS prior to notifying any individuals, the Department of State (DOS), the Office of the Attorney General (OAG) or any consumer reporting agencies of a breach of the security of the System or concerning any determination to delay notification due to law enforcement investigations. Contractor shall be responsible for providing the notice to all such required recipients and for all costs associated with providing such notice. Nothing herein, shall in any way impair the authority of the OAG to bring an action against Contractor to enforce the provisions of ISBNA or limit Contractor’s liability for any violations of the ISBNA. In the event that Contractor is advised by a law enforcement agency - pursuant to GBL §899-aa (4) - to delay the notice under GBL §899-aa (3), Contractor shall provide the notice under GBL §899-aa (3) to the State not more than twenty-four hours after Contractor has been advised by the law enforcement agency that notice under GBL §899-aa (3) can be provided. 

3. Must have sufficient data storage capacity to house all contract data.

4. Must be able to access the solution from any available web browsers on any basic configured PC or MAC computer.

5. Must be able to enable transfer of data in high volumes and frequency to meet the State’s procurement demands. 

6. Must have SLA plans that define minimum levels of system performance and availability of technological support for invoicing process requirements of a State organization.

7. Must have proper measures in place to ensure that data records are transported, stored and accessed in a secure manner.  All data is property of the State of New York.  

8. Must have authentication methods that must prevent access from unauthorized individuals and entities. 

9. Must have internet security practices that include regular intrusion detection system (IDS), firewalls, and layered security including anti-virus and anti-spam protection. 

10. The criteria for Disaster Recovery situations and procedures for managing disaster recovery situations must be agreed upon by both parties.

11. The system must be PCI/DSS compliant. 

12. Must utilize formal, documented back-up and redundancy measures to ensure continuity of service and preservation of customer data.  Provide Recovery Time Objectives and Recovery Point Objectives. 

13. Ability to support Security Assertion Markup Language (SAML)

14. Ability to, at the end of the contract period, deliver to the State , in a format, time, and method dictated by the State, all data, analytics, and products of the solution pertaining to this contract

15. Ability to wipe all data from the vendor solution, backup, and system in general, all data products at the end of the contract period.

16. Ability to communicate a change/release management plan for introducing product upgrades (including formal tests, Quality Assurance plans, etc.)

17. All State data shall be hosted at a location or facility within the contiguous 48 states of the United States.
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